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Abstract 
Artificial intelligence poses many risks, ranging from familiar present-day harms to unprecedented 
and potentially catastrophic ones. Effective risk management requires prioritization: we must 
understand which risks are most severe, who is most vulnerable, and who is most responsible for 
addressing them. We report results from a three-round Delphi study conducted late 2025 with 
272 international AI experts. Experts rated 24 AI risks on harm probability and severity, sector and 
actor vulnerability, actor responsibility, and overall concern. Experts estimated the five most 
severe harms in the next 5 years were likely to come from dangerous capabilities, competitive 
dynamics, weapons & cyberattacks (including CBRNE), power centralization, and false 
information. In a business-as-usual scenario, experts judged 18 of 24 risks as having a more than 
10% probability of catastrophic outcomes (e.g., more than 1 million deaths or more than USD 100B 
in financial loss) in the next 5 years (2025-2030). In a scenario where pragmatic mitigations are 
implemented, experts still judged five risks as having a more than 10% probability of catastrophic 
outcomes: dangerous capabilities, weapons & cyberattacks, environmental harm, inequality & 
unemployment, and power centralization. All 24 risks were judged as being more than 5% likely to 
cause catastrophic outcomes. AI users and the general public were judged the most vulnerable to 
these risks, but experts assigned the highest responsibility for addressing them to general-
purpose AI developers and governance actors (including governments, regulators, and standards 
bodies). Across most risks, experts identified information, finance, and national security as the 
most vulnerable sectors. These findings can guide AI risk prioritization and clarify expert 
expectations about who should bear responsibility for mitigation. 

Keywords 
Expert elicitation, Delphi method, AI risk prioritization, AI governance, vulnerability assessment, 
responsible AI 

Highlights 
● Experts assessed at least 10% probability of catastrophic harm (e.g., more than 1 million 

human deaths or more than USD $100B loss) from 18 of 24 AI risk domains under 
business-as-usual trajectories over the next 5 years 

● AI users and affected stakeholders were judged most vulnerable to AI risks; while general-
purpose AI developers, governments, regulators, and standards bodies were judged most 
responsible for addressing AI risks 

● Information, finance, and national security were judged as the most vulnerable sectors 
across risks 

● Experts judged pragmatic mitigations would reduce the severity of AI harms, but the 
likelihood of catastrophic harm from dangerous capabilities, weapons & cyberattacks, 
environmental harm, inequality & unemployment, and power centralization remained above 
10% in a scenario with pragmatic mitigations; all 24 risks had >5% likelihood of 
catastrophic harm 
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Executive summary 
There are many AI risks. Some are familiar: discrimination, loss of privacy, and fraud. Others are 
emerging: overreliance, dangerous capabilities being (mis)used in weapons or cyberattacks, and 
AI systems pursuing unintended goals. To effectively manage these risks, we must understand 
which are most important to address and who should be responsible for addressing them. 

We asked 272 AI experts to prioritize these risks by judging their expected severity and likelihood, 
who is most vulnerable, and who should be responsible. The highest-severity risks are AI-enabled 
weapons and cyberattacks, dangerous AI capabilities, extreme power centralization, and false 
information. In a business-as-usual scenario, experts judged a more than 10% chance of 
catastrophic outcomes (i.e., ‘more than 1 million human deaths or more than a USD 100B in 
financial loss or civilizational-scale intangible impacts’) from 18 of our 24 AI risk domains over the 
next five years. They judge that five risks—dangerous capabilities, weapons and cyberattacks, 
power centralization, inequality & unemployment, and environmental harm—have a greater than 
10% chance of catastrophic outcomes even if pragmatic mitigations are put in place. And even in 
the scenario where pragmatic mitigations are in place, experts judge more than 5% chance of 
catastrophic outcomes from all 24 risk domains surveyed.  

Experts identified asymmetries in how vulnerability to AI risks and responsibility for addressing AI 
risks are distributed across the AI ecosystem. According to experts, general-purpose AI 
developers and governance actors such as governments, regulators, and standards bodies hold 
primary responsibility for addressing AI risks. In contrast, AI system users and affected 
stakeholders are most vulnerable to AI risks. This mismatch means that those who are most 
responsible for addressing AI risks are not those who are most vulnerable, leading to misaligned 
incentives in addressing the most important AI risks.  
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Introduction 
There are many AI risks. The International AI Safety Report has cataloged threats ranging from 
algorithmic bias to catastrophic loss-of-control 1,2. Slattery and colleagues synthesized 74 existing 
frameworks and found most of the 1,725 documented risks could be categorized into 24 risk 
subdomains 3. Some of these risks look grave but have been judged to be relatively unlikely. 
Forecasters in the Existential Risk Persuasion Tournament estimated roughly a 3% chance of 
human extinction from AI this century 4. Other risks are already materializing: privacy violations, 
discriminatory outputs, and deepfake fraud already harm people daily 5.  

To effectively manage these risks, we must understand which are most important to address and 
who should be responsible for addressing them. However, there have been limited attempts to 
systematically prioritize risks and provide clear guidance on which risks are relevant to whom and 
to what degree. The NIST AI Risk Management Framework notes that organizations must triage 
when conducting risk management because resources are finite and risks vary in severity 6. The 
ISO 31000 standard for risk management advises prioritizing risks by likelihood-weighted impact, 
then allocating mitigation effort in proportion to expected harm 6,7.  

Risk governance scholarship further argues that translating analysis into action requires 
identifying who has the capability, obligation, and causal influence to reduce a risk, and holding 
those actors accountable for implementing safeguards 8–11. Even well-understood risks can persist 
when responsibility is diffuse, misaligned with capability, or disconnected from those who bear 
the harm.  

Prior AI risk surveys have assessed the risk from AI as an industry 4,12,13, but few have 
systematically compared the different AI risks (e.g., misuse vs. malfunction). We aim to fill this gap 
by asking domain experts to estimate the probability of different harms for 24 different AI risks 3 
over the next five years. This requires answering at least three questions: Which AI risks are most 
severe? Who is most vulnerable to them? Who is most responsible for addressing them? These 
three questions map onto the structure of standard risk governance: severity tells us which risks 
to prioritize, vulnerability tells us where harm will land, and responsibility tells us who should act. 
These estimates can help orient a whole-of-society response toward the risks most likely to cause 
the greatest harm, and help decision-makers allocate finite resources accordingly. 

Prioritization should also extend to who is exposed. Vulnerability tells us who is exposed to risks, 
and how badly. Many claims about AI's effects operate at a whole-of-economy level, or focus on 
the capabilities of a particular system; there is less discussion of how different stakeholders and 
sectors are vulnerable, and to which risks. Severity also depends on context: the same technical 
failure can be negligible in one sector and catastrophic in another. Given the dozens of risks to 
consider 3, we aimed to help actors prioritize by estimating the size of the risks and judging who is 
exposed. 

However, those who are most vulnerable to AI risks are not always those best positioned to 
mitigate them, which constitutes a form of moral hazard.14,15 This is common in many areas of 
society, where the public are most vulnerable to safety failures, but engineers and governance 
actors usually bear responsibility for upholding standards.11 But, to date, efforts to manage many 
AI risks have been led by voluntary self-governance from frontier AI developers 16,17 and by 
regulations targeting those developers 5. As AI is adopted across more sectors of the economy 
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and more incidents happen 5,18, it becomes more important to know who is responsible, in part to 
help society and regulators determine appropriate accountability frameworks (e.g., liability and 
insurance). We define responsibility along three dimensions:8,9 capability (who can address it), 
obligation (who should address a risk), and causal influence (who, if they fail to act, allows the 
harm to materialize). An actor may have substantial capability to address risks from environmental 
harm but limited capacity to address AI misalignment. By mapping expert judgments about 
responsibility alongside severity and vulnerability, we can identify where accountability is 
concentrated, and where there may be gaps between who bears the risk and who is expected to 
manage it. Commentators have argued that the emerging regulatory landscape resembles a 
patchwork rather than a coordinated framework 19,20, and it remains unclear which risks 
governments should prioritize 21. 

To answer these questions, we surveyed experts using the Delphi method. This method builds 
consensus through iterative anonymous consultation 22. It is well suited to AI risk assessment, 
where empirical data on many risks is limited and the landscape is changing rapidly 23. In each 
round, experts provide ratings and rationales, see peers’ responses, and can update their ratings 
from previous rounds. This serves two purposes. First, it surfaces genuine disagreement between 
experts, allows experts to learn from each other’s reasoning, and mitigates common biases like 
conformity and status effects 24. Second, it reduces artificial disagreement: experts who initially 
differ because of misunderstood definitions or insufficient reasoning can revise over rounds, 
distinguishing stable consensus from premature convergence 25. The qualitative rationales also 
help explain why experts hold these views. In this Delphi, we aimed to prioritize among the many 
AI risks, and clarify who is seen as most vulnerable and responsible.  
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Results 

Risk Severity 

Business as Usual Scenario 

The business-as-usual scenario assumes organizations & governments continue their existing 
practices but do not implement additional AI-specific risk mitigations. Under this scenario, experts 
assigned highest expected severity to dangerous capabilities, competitive dynamics, weapons & 
cyberattacksa, power centralization, and false information (Table 1; Figure 1, left panel).  

The severity scale ran from 1 (negligible) to 5 (catastrophic), with each level defined across 
multiple harm dimensions. Catastrophic harm meant, for example, more than 1 million human 
deaths (physical harm), more than USD $100B damage (financial loss), or civilization-scale 
intangible harms (e.g., democratic norms, privacy).b Experts gave 18 of 24 risks at least a 10% 
probability of catastrophic outcomes over the next 5 years (late 2025–late 2030; Figure 1, right 
panel). Definitions of the 24 AI risks we presented 3 are shown in supplementary materials. Experts 
allocated substantial probability to both the upper tail (catastrophic) and the middle range 
(substantial to severe)c, suggesting uncertainty about the magnitude of harm rather than its 
occurrence.d Quotes justifying their judgments are available in supplementary materials.  

Risk to AI welfare was measured but is omitted from Figure 1. None of the 10 areas of harm in the 
severity rubric directly included AI systems as an entity that could experience harm. Survey 
guidance instructed experts to “use the Human/Civil Rights column and adjust for AI systems 

 
a Weapons & Cyberattacks and Dangerous capabilities answer different questions. The first covers humans 
deliberately using or misusing AI as a tool: building malware, designing bioweapons, deploying autonomous 
weapons. The second covers the inherent danger from AI capabilities themselves, such as deception, 
persuasion, cyber-offence, weapons design, and self-proliferation. Those capabilities can cause mass harm 
through misuse, through misalignment with human goals, or through other failures no one intended. If harm 
requires a human to wield AI as a weapon, it sits in Weapons & Cyberattacks. If it could occur through 
misuse, misalignment, or accident alike, it sits in Dangerous capabilities. The two overlap in practice. An AI 
helping synthesize a bioweapon plausibly belongs in both. Slattery et al. 3 coded each risk into the single 
most relevant domain rather than treating them as mutually exclusive. 
b Severity was aggregated across multiple harm areas (e.g., physical harm, economic loss, social harm, 
institutional disruption). The full list of harm areas and the severity scale thresholds is described in the 
supplementary files. This included both quantifiable thresholds for tangible harms (e.g., 1 million deaths or 
USD $100B in financial loss) and qualitative thresholds for intangible harms ("Global democratic collapse or 
authoritarian lock-in"). However, experts may have focused on one of these harm domains at the expense of 
others (e.g., if financial harm was easy to quantify). For a given risk, they may have envisioned a different 
causal pathway to that threshold. Also, anchors at each level might not be equivalent (e.g., if 'authoritarian 
lock in' would be closer to '>100 million deaths', not '>1 million'). Harms to non-human entities such as AI 
systems and animals were not directly included. Nevertheless, a rubric was required to get severity 
estimates across diverse harm areas, so we drew on the best available rubric we could find (Center for 
Security and Emerging Technology AI Harm Framework26 and Mylius 27). 
c As with all severity ratings, these were defined across many areas of harm (see Supplementary File 4). For 
example, ‘Substantial’ defined physical harm as 1-99 casualties and financial loss as USD $1M-$100M; 
‘Severe’ was up to 1 million deaths and $100M-$10B in financial loss. 
d These values are panel means of subjective probability distributions elicited against our severity rubric, 
five-year horizon, and scenario framing; they summarize expert belief rather than calibrated real-world 
frequencies. We use 10% as a descriptive reference level for comparing twenty-four distributions, not an 
objective threshold. Small changes in the rubric anchors could shift individual domains across the threshold. 

https://paperpile.com/c/y3PTrh/2F2q
?tab=t.3hyn1giqjc9i#heading=h.qdri98vrwkaa
https://paperpile.com/c/y3PTrh/T7Sq
https://paperpile.com/c/y3PTrh/xnZK
?tab=t.3hyn1giqjc9i
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where appropriate”, but qualitative responses confirmed experts found this translation difficult. 
Several experts noted their ratings reflected uncertainty about the framing rather than a 
substantive judgment about the risk's importance (see supplementary materials). 

Table 1. | Five most severe AI risks. 

Risk name Short label † Risk description 
Mean 
severity 
/ 5 

Likelihood of 
catastrophic 
harm [95% CI] ^ 

AI possessing 
dangerous 
capabilities 

Dangerous 
capabilities 

AI systems that develop, access, or are provided with 
capabilities that increase their potential to cause mass 
harm through deception, weapons development and 
acquisition, persuasion and manipulation, political 
strategy, cyber-offense, AI development, situational 
awareness, and self-proliferation. These capabilities 
may cause mass harm due to malicious human actors, 
misaligned AI systems, or failure in the AI system. 

3.49 21.5% [16.9, 26.4] 

Competitive 
dynamics 

Competitive 
dynamics 

Competition by AI developers or state-like actors in an 
AI “race” by rapidly developing, deploying, and 
applying AI systems to maximize strategic or 
economic advantage, increasing the risk they release 
unsafe and error-prone systems. 

3.49 16.6% [12.0, 21.6] 

Cyberattacks, 
weapon 
development or 
use, and mass 
harm 

Weapons & 
Cyberattacks 

Using AI systems to develop cyber weapons (e.g., by 
coding cheaper, more effective malware), develop new 
or enhance existing weapons (e.g., Lethal Autonomous 
Weapons or chemical, biological, radiological, nuclear, 
and high-yield explosives), or use weapons to cause 
mass harm. 

3.49 21.0% [15.1, 27.5] 

Power 
centralization 
and unfair 
distribution of 
benefits 

Power 
centralization 

AI-driven concentration of power and resources within 
certain entities or groups, especially those with access 
to or ownership of powerful AI systems, leading to 
inequitable distribution of benefits and increased 
societal inequality. 

3.47 18.0% [12.1, 24.8] 

False or 
misleading 
information 

False 
information 

AI systems that inadvertently generate or spread 
incorrect or deceptive information, which can lead to 
inaccurate beliefs in users and undermine their 
autonomy. Humans that make decisions based on false 
beliefs can experience physical, emotional, or material 
harms 

3.44 12.8% [8.9, 18.1] 

Notes. † The short label is used in figures and text throughout this article; the full risk name and 
description were reproduced from Slattery et al. and presented to experts in the Delphi study. 
^ Refers to mean likelihood of catastrophic harm over the period 2025-2030 under a Business-as-
Usual scenario. For all bootstrapped 95% confidence intervals, see supplementary materials. 
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Fig. 1 | Expert probability distributions for harm severity. Side-by-side comparison of 
experts’ average perceived severity for each AI risk under Business as Usual (left) and 
Pragmatic Mitigations (right) scenarios.e Ridgelines show mean probability distributions 
across experts. Lines show experts’ mean catastrophic risk probability 2025–2030. See 
supplementary materials for ratings of AI welfare risks.  

 

 
e Business as Usual “assumes organizations & governments continue their existing practices but do not 
implement additional AI-specific risk mitigations”. In contrast, Pragmatic Mitigations “assumes organizations 
& governments make pragmatic and cost-effective efforts to address risks from AI.” We kept this 
description deliberately brief because more specific framings (e.g., a percentage of GDP) risked anchoring 
respondents on numbers whose real-world meaning would be unclear even to domain experts. We 
acknowledge that this brevity means different experts may have imagined different policy packages, 
introducing noise into comparisons between the Business as Usual and Pragmatic Mitigations scenarios. 
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Pragmatic Mitigations Scenario 

The Pragmatic Mitigations scenario assumes organizations & governments make pragmatic and 
cost-effective efforts to address risks from AI. Accounting for pragmatic mitigation efforts 
shifted expected severity downward for all risks, but the magnitude of reduction varied between 
risks (Figure 1, right panel). Mean severity fell by 0.36–0.53 points on the 1–5 scale (median 
reduction = 0.44).f The largest shifts occurred for risks judged to have a relatively high chance of 
catastrophic outcomes under business as usual: dangerous capabilities (-10 percentage points 
[pp] down to 12%), weapons and cyberattacks (-9 pp down to 12%), competitive dynamics (-10 
pp down to 7%), AI misalignment (-8 pp down to 9%). Three effects likely contribute to the larger 
absolute reductions in higher-baseline risks: experts may believe pragmatic mitigations are more 
tractable for these risks, mitigations might already be underway for those risks, or the reduction 
may partly reflect mathematical headroom (risks rated higher under Business as Usual have more 
room to decrease). Our design cannot distinguish these mechanisms, and the difference in 
scenarios could therefore be interpreted as signals of either perceived tractability or baseline 
severity. 

However, all 24 risks retained at least a 5% catastrophic probability by 2030, even under a 
Pragmatic Mitigations scenario. Experts still judged many risks to be above 10% probability of 
catastrophic outcomes even assuming pragmatic mitigations: dangerous capabilities (12%), 
weapons and cyberattacks (12%), environmental harm (12%), inequality & unemployment (11%), 
and power centralization (11%).g For example, experts argued: 

Dangerous capabilities emerge as an emergent property of scaling AI systems, which 
makes them difficult to predict and control. Even with safety measures in place, the 
potential for catastrophic misuse remains. 

Cyberattacks from both state and non state actors will be a permanent fixture of AI 
related risks. 

Heavy data infrastructure and large models will continue [to] consume energy, cause 
resource pressure. 

Inequality is deeply entrenched in economic and social systems. AI may exacerbate 
existing inequalities through automation-driven job losses in certain sectors while 
creating wealth for those who own and control AI systems. 

Power centralization is perhaps the most stubbornly persistent risk because the same 
entities developing AI are often best positioned to capture its benefits, creating self-
reinforcing dynamics that are difficult to reverse through technical interventions alone.  

 
f Paired Wilcoxon signed-rank tests were significant for all 24 risks after Holm correction (padj < 0.001), with 
uniformly large effect sizes (r = 0.73–0.84) 
g The fact that experts ascribe ≥10% catastrophic probability to 18 domains should not be interpreted as 
experts assessing a high probability that at least one catastrophic outcome will occur; this joint probability 
was not assessed, and catastrophic outcomes are likely correlated. 
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Actor Vulnerability and Responsibility 

Vulnerability Patterns 

Experts assessed how vulnerable each of seven AI ecosystem actors were to AI risks using a 5-
point scale (1 = Not at all vulnerable to 5 = Extremely vulnerable). Vulnerability was defined as the 
exposure and sensitivity of an actor to a specific AI riskh. Figure 2 displays vulnerability 
assessments with bolded value-labels indicating consensus (90% within ± 1 of median). 

The most vulnerable actors were judged to be AI Users and Affected Stakeholders (members of 
the public, consumers, employees subject to AI decisions, but who are not necessarily direct 
users; full definitions in supplementary materials). These two actor categories received median 
vulnerability ratings of 4–5 (Highly to Extremely vulnerable) across nearly all 24 risks. Experts 
reached consensus on this assessment for most actor-risk pairs (e.g., that AI Users were 
extremely vulnerable to power centralization). As one expert argued: “Affected stakeholders bear 
the impact at population scale.” 

The least vulnerable actor was judged to be AI Infrastructure Providers (entities that provide 
compute, cloud infrastructure, and/or data to train and run AI). This actor received median 
vulnerability ratings of 2 (Minimally vulnerable) across most risks, with expert consensus. The 
pattern suggests that providers of compute, cloud, and data infrastructure are largely insulated 
from many of the risks of AI, with the exception of environmental harm, weapons & cyberattacks, 
AI security vulnerabilities, and dangerous capabilities.  

AI Developers were judged to be moderately vulnerable to AI risks. Both General-Purpose 
Developers and Specialized AI Developers typically received median ratings of 3–4 (Moderately to 
Highly vulnerable), reflecting their exposure to liability, reputational harm, and regulatory action, 
but not the direct harms borne by end users and stakeholders. 

Consensus was more common at the extremes. Eighty one percent of "extremely vulnerable" 
(median = 5) cells reached consensus versus only 14% at “moderately vulnerable”. Experts agree 
most on who is highly vulnerable and diverge on mid-level judgments. 

Actor vulnerability to AI welfare risks was measured, but is omitted from Figure 2. AI systems 
were not represented as an entity that could be vulnerable, only human institutions or roles. 
Qualitative responses confirmed experts did not interpret the question consistently (see 
supplementary materials).

 
h We defined exposure as “the extent to which the actor’s people, operations, and assets interact with or are 
dependent on AI systems”, and sensitivity as “the extent to which an actor would be harmed if the hazard 
materialized. The harm may be direct or indirect”. 
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Fig. 2 | Expert consensus on actor vulnerability and responsibility for AI risks. Diverging bar showing expert-median responsibility 
(left) and vulnerability (right). See supplementary materials for consensus areas and ratings of AI welfare risks.
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Responsibility Patterns 

Experts also assessed which actors bear responsibility for addressing each risk (1 = Not at all 
responsible to 5 = Primarily responsible). We defined responsibility as the obligation, capability, 
and causal influence of an actor for a specific AI riski. Figure 2 also displays responsibility 
assessments for each actor. 

Affected stakeholders and users were judged to have at most ‘moderate’ responsibility. Despite 
being most vulnerable, affected stakeholders received median responsibility ratings of 2–3 
(Minimally to Moderately responsible) across most risks. Experts clearly distinguish between 
exposure to harm and obligation to mitigate. As one expert argued: 

Affected stakeholders lack both the agency and systemic leverage to mitigate risk, and 
assigning responsibility to them risks reinforcing harm by misplacing accountability. 

In contrast, General-Purpose AI Developers bear highest responsibility. Across nearly all 24 risks, 
experts assigned median responsibility ratings of 4–5 (Highly to Primarily responsible) to 
developers of general-purpose foundation models. Consensus was reached on this assignment 
for most risks, particularly those involving AI system safety, and malicious use. Experts argued the 
most effective interventions are preventative and centralized rather than reactive and 
decentralized: 

I rated AI Developers and Specialized AI Developers as primarily responsible because 
they decide the model design, structure, critical parameters (such as default setting) 
which directly impact the outputs and systemic risks. 

I cannot overstate how much more responsible the 'upstream' actors are for limiting 
these issues. That's where the emphasis should be. I see a direct analogy to social media. 
Yes, individuals are responsible for sharing misinfo. But the platforms should bear the 
brunt of our concern about the issue. They are the best point of intervention. 

Experts assessed that AI Governance Actors share this high responsibility. Governments, 
regulators, and standards bodies consistently received high responsibility ratings (median 4–5) 
across most risk categories. This reflects expert expectations that policy and regulation must 
complement or enforce technical measures by frontier developers: 

I think governance actors have extreme responsibility for managing these problems, even 
more than private companies. It ultimately falls on them to protect the public and enact 
regulations and enforcement. 

Governance actors are the primary bridge between the affected stakeholder and the AI 
developer and deployer. Until incentives are aligned to the public interest, governance 
actors are essential to broker the relationship between AI developers and affected 
stakeholders. 

Expert consensus was strongest at the extremes (e.g.., primary responsibility assignments) with 
more disagreement around which actors were “moderately responsible”. 

 
i We defined obligation as “the extent to which the actor should proactively lead or initiate efforts to 
address the risk”; capability as “the extent to which the actor has specialized skills and resources needed to 
address the risk”; and causal influence as “the extent to which the actor causes or contributes to the harms 
resulting from the risk materializing”. 
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Responsibility for addressing AI welfare risks was measured, but is omitted from Figure 2. 
Qualitative responses indicated experts disagreed about which underlying harm they were 
assigning responsibility for: harm to AI systems, or harm to humans (see supplementary 
materials). 

Sector Vulnerability 
Experts assessed how vulnerable each of 14 industry sectors is to each of the 24 AI risks. Sectors 
were adapted from the North American Industry Classification System (NAICS), including 
Information, Finance and Insurance, Health Care, National Security, Education, and others (full 
definitions in Supplementary File 7). Figure 3 displays sector vulnerability assessments, with 
sectors ordered from most to least vulnerable (left to right) based on weighted mean vulnerability 
scores across all risks. 

Experts rated the Information and National Security sectors as most vulnerable across AI risks, 
with consensus on extreme vulnerability (median 4–5) to content-related harms like 
disinformation & influence and loss of privacy, and to dangerous capabilities and weapons & 
cyberattacks respectively. For example, experts argued: 

The most vulnerable sectors are those where AI is deeply embedded in critical decision-
making and where failures have immediate, large-scale consequences—information, 
national security, and finance all share these characteristics. 

National security faces compound vulnerability—both as a target for AI-enabled attacks 
and as a domain where AI failures could trigger cascading geopolitical consequences. 

Finance and Insurance were judged to have similarly high vulnerability to fraud and scams, AI 
security vulnerabilities, and AI system safety failures, reflecting “both direct attack vectors (fraud, 
market manipulation) and regulatory exposure from AI system failures.” (Delphi Participant) 

Health Care received high vulnerability ratings (median 4) for loss of privacy, discrimination, and 
overreliance & unsafe use, given that medical AI failures carry immediate human costs. By 
contrast, sectors with lower AI penetration, including accommodation and food services, 
agriculture and manufacturing, and arts and entertainment, received lower vulnerability ratings 
(median 2–3), though they remain exposed to broad socioeconomic effects like discriminatory 
outputs and job displacement. 

Expert consensus was strongest at the extremes: near-universal agreement on high-vulnerability 
sectors like Information and National Security, and on low-vulnerability sectors like 
Accommodation, while moderate-vulnerability sectors showed more disagreement, reflecting 
uncertainty about how AI adoption will affect these industries. 

Vulnerability of sectors to AI welfare risks is also omitted from Figure 3. As with actors, sectors 
are human-defined categories of economic activity, and AI systems were not represented as an 
entity that could be vulnerable. 
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Fig. 3 | Expert consensus on sector vulnerability for AI risks. Heatmap showing median 
vulnerability ratings across risks (rows) and sectors (columns), ordered left‑to‑right by 
weighted average vulnerability (higher to lower). Color intensity indicates median rating (1 
= not vulnerable, 3 = moderately vulnerable, 5 = extremely vulnerable). See 
supplementary files for areas of consensus and ratings of AI welfare risks.  
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Experts’ Top Concerns 
In previous sections, experts rated severity, vulnerability, and likelihood of AI risks in which they 
held expertise. Here, we report on all experts’ collective concerns across all 24 risks. When experts 
were asked to choose “three domains of AI risk are you most concerned about causing harm over 
the next 5 years (2025-2030)”, they showed dispersion rather than consensus. The most 
commonly selected risk as a ‘top concern’ across all AI experts were weapons & cyberattacks 
(26.8%), power centralization (23.5%), disinformation & influence (22.1%), loss of consensus reality 
(21.6%) and dangerous capabilities (21.6%; see Figure 4). These plurality concerns are consistent 
with some but not all of the severity rankings in Figure 1. For example, weapons & cyberattacks 
and power centralization appeared near the top of both, but overreliance & unsafe use was #8 in 
‘top concerns’ and #20 by severity. This divergence may reflect salience effects of risks outside 
one’s expertise or experts' weighting of concerns the severity rubric does not fully capture. 

Fig. 4 | Percentage of experts who selected each risk in their ‘top three concerns’, from 
most (red) to least (yellow). In Figure 1 experts rated severity and likelihood only for risks 
in their expertise. In contrast, for this item, all experts saw all risks and were able to 
choose three. 
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Discussion 
Our Delphi study aimed to prioritize AI risks by answering three questions: which AI risks are most 
severe, who is most vulnerable to them, and who is most responsible for addressing them. 

On severity, experts assigned at least a 10% probability of catastrophic outcomes (more than 1 
million deaths, more than USD $100B in financial loss, or equivalent civilizational-scale intangible 
harms) to 18 of 24 risks under a Business-as-Usual scenario over the next 5 years (2025-2030). 
The highest-severity risks clustered around dangerous AI capabilities, weapons & cyberattacks, 
power centralization, competitive dynamics, and false information. When asked to consider a 
Pragmatic Mitigations scenario in which companies and governments implemented cost-effective 
mitigations for AI risks, the expected severity reduced across all 24 risks, but five remained above 
10% catastrophic probability, and all 24 remained above 5%. While some biases may inflate our 
experts’ judgments, 28 aggregate judgments were broadly consistent with estimates from 
forecasting platforms within an order of magnitude 29j Under many risk-governance frameworks 
30,31, a 10% probability of catastrophic outcome over five years would be considered ‘intolerable’, 
likely triggering mandatory mitigation requirements. The size of these risks, even under a scenario 
where pragmatic mitigations are implemented, suggests significantly more action is required to 
meet typical ‘tolerable’ thresholds. 

On vulnerability and responsibility, we found a structural separation in how experts judged who is 
most vulnerable to AI risks and where experts assigned responsibility for addressing those risks.  
Vulnerability was diffuse: spread across users, affected stakeholders, and nearly every sector we 
assessed. Responsibility was concentrated: for most risks, experts assigned primary 
accountability to general-purpose AI developers and to governance actors (governments, 
regulators, and standards bodies). Infrastructure providers, despite enabling the compute 
substrate on which these risks propagate, were rated among the least vulnerable and were 
assigned comparatively low responsibility. This divergence between vulnerability and 
responsibility is standard in risk governance: the public is most vulnerable to aviation failures, 
pharmaceutical side-effects, nuclear meltdowns, and environmental contamination, but 
engineers, manufacturers, and regulators bear primary responsibility for prevention 10,11. In other 
safety-critical industries, the gap is bridged by a combination of mandatory standards, 
enforcement, liability regimes, and a societal expectation of low risk tolerance. But comparable 
mechanisms for AI are nascent or absent. Without them, vulnerable parties have little recourse 
and responsible parties face little pressure to act. 

Experts' assignment of primary responsibility to general-purpose AI developers is consistent with 
product-liability frameworks, which attribute accountability to those closest to the design 
choices that shape downstream outcomes. A single AI model or system can enable cyberattacks, 
generate disinformation, and accelerate weapons development, so mitigations applied at the 
model or system level (e.g., alignment techniques, model weight security, input filtering, output 
classification) can in principle reduce the likelihood or severity of harm across many risks at once. 
Our data are consistent with this reasoning. Some high-severity risks such as dangerous 
capabilities, weapons & cyberattacks, and AI misalignment, involve the AI model or system itself 

 
j Comparison against forecasting tournaments 4,13 is difficult: our definition of ‘catastrophic’ was more 
lenient than Karger et al., for example, (e.g., 1 million vs 800 million deaths) so probability estimates from 
those tournaments were also lower (0.01–0.35% by 2030). 

https://paperpile.com/c/y3PTrh/rcYtX+einn
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as the proximate enabler. Interventions by downstream deployers or end users would come too 
late or operate at too small a scale to prevent the most severe harms. 

Yet relying on developers' voluntary action alone is insufficient. The experts’ ratings of 
catastrophic harm probabilities under pragmatic mitigations are consistent with an incentive 
structure where those judged to be responsible face competitive pressures against precaution. 
These are collective-action problems 32: any individual developer that slows down to invest in 
safety, for instance by restricting dangerous capabilities or securing model weights against 
exfiltration, bears a direct competitive cost while the safety benefits accrue to society at large 
14,33. Experts explicitly mentioned race pressures and first-mover advantages as enabling factors 
for the most severe risks. Where harms are externalized onto users and the broader community 
while the responsible actors face competitive incentives against precaution 34, the economics 
literature identifies classic moral hazard 14,15. Absent external constraints, the actors judged most 
responsible have structural reasons not to act on that responsibility 34.  

This pattern of misaligned incentives points to the role experts assigned to governance actors. 
Across nearly all risks, experts rated governments, regulators, and standards bodies as sharing 
primary responsibility alongside frontier developers. The kinds of governance instruments that 
could in principle realign incentives (e.g., regulation, liability, mandatory insurance, or transparency 
requirements) would internalize costs that are currently borne externally 35. Analogous dynamics 
are present across AI's broader social harms: because leading firms shape the direction of AI 
technology, market forces alone are unlikely to correct the resulting externalities in competition, 
labor markets, or political discourse 36.  

These governance challenges become even harder to address at the international level. There are 
risks such as weapons & cyberattacks, disinformation, and competitive dynamics that extend 
beyond any single country. Most current legislation focuses within countries, not across them. 
Therefore, while domestic regulation might address some risks, others may require international 
coordination. 

Several persistent risks in our data reinforce this interpretation. Dangerous capabilities, weapons 
& cyberattacks, inequality & unemployment, power centralization, and environmental harm all 
retained catastrophic harm probabilities above 10% even under pragmatic mitigations. Experts' 
qualitative rationales attributed much of this persistence to structural dynamics: economies of 
scale in compute, self-reinforcing advantages from model access, feedback loops between 
commercial and political power. Building on this, one recent analysis has argued that today's 
distribution of power depends on economies, states, and cultures needing human labor, 
cognition, and consent to function 37. In this view, as AI substitutes for each of these, the implicit 
checks that distribute power (e.g., labor withdrawal, consumer choice, voting) may weaken 37. 
These structural dynamics are not risks that model-level technical safeguards can resolve. They 
arise from market structure and distributional outcomes, which fall within the domain of 
competition policy, labor protections, and governance arrangements rather than developer safety 
teams 35. 

Although experts assigned primary responsibility to general-purpose developers and governance 
actors, they also rated deployers, infrastructure providers, and users as bearing moderate to high 
responsibility across many risks. Distributed responsibility could be either a strength or a 
weakness. As a strength, multiple actors holding responsibility could provide defense in depth 38,39 
where each actor implements safeguards against AI risks. This logic has been applied to AI risk 
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management within organizations, where layered organizational defenses combine operational, 
monitoring, and audit functions 40. This logic can be expanded from the organizational level to the 
AI ecosystem as whole, recognizing that societal resilience requires coordinated action from 
multiple actors 2,41.  

As a weakness, distributed responsibility can produce an accountability sink, where responsibility 
shared across many actors becomes responsibility held by none 42. This weakness is intensified by 
the conditions under which general-purpose AI developers and governance actors operate. 
Experts flagged the risks of competitive dynamics and governance failure as severe (14-17% 
catastrophic outcomes under business as usual): these are the conditions in which precaution 
puts general-purpose AI developers at a competitive disadvantage 33,34, and conditions that tempt 
them to press governance actors for weaker regulation 43 or substitute self-regulation that may 
fail 44,45. The two pillars experts named as most responsible are therefore at risk of weakening 
together rather than compensating for one another. Our data cannot clarify how best to hold each 
actor accountable, but they suggest that primary responsibility should remain with general-
purpose AI developers and governance actors, with other actors providing additional layers of 
defense rather than replacing them. The severity ratings make these governance questions 
pressing. 

Limitations 
This study has limitations that temper our conclusions. First, the experts we consulted are AI risk 
specialists, not forecasters with a track record of accurate predictions. We chose domain experts 
because differentiating severity across 24 technical risk subdomains requires knowledge that 
generalist forecasters lack, but this means their probability estimates may be less well-calibrated 
than those from forecasters. Research in long-range forecasting has found that domain experts 
often assign significantly higher probabilities to extreme outcomes than do superforecasters 4,28. 
Experts who self-nominate to respond to AI risk surveys may be systematically more concerned 
about AI risks than the broader expert population. Experts were also asked to respond to risks only 
within their sub-areas of expertise, where they may have particularly heightened levels of 
concern. Our experts were 68% male, but this is common in AI, with some surveys containing 90% 
male responses.46 While we made efforts to collect a diverse sample, our experts are not perfectly 
representative of the expert population (e.g., 79% of our sample were from Europe or North 
America). Experts were also asked to quantify risks at a snapshot in time in a rapidly changing 
environment, and their judgments may be influenced by biases or framing effects 28.  

Second, there are inherent scope and comparability limits in our assessment of AI risks. We 
adopted a 24-category risk taxonomy and a 5-level severity rubric for manageability. We also 
used a 5-point scale to assess vulnerability and responsibility. These choices may omit or obscure 
certain outcomes. For example, in pilot testing we increased the ‘catastrophic’ severity financial 
loss lower bound from ‘> USD $10B’ to ‘> $100B’ because some risks already exceed $10B annually 
in damage,47 but doing so meant our scale had gaps (e.g., a $50B financial loss was between 
severe [$100M - $10B] and catastrophic [$100B - $10T+]). As noted above, we tried to account 
for many kinds of harm, but doing so meant harm anchors at each level might not be equivalent 
(e.g., if 'authoritarian lock in' would be closer to '>100 million deaths', not '>1 million'). This would 
not be easy to address without a dedicated Delphi study to establish consensus around a severity 
scale. We addressed this by pilot-testing the scale with six experts using think-aloud protocols 
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and adjusting thresholds based on their feedback, but some imprecision across harm domains is 
an unavoidable trade-off when a single scale must span 24 risk categories. Similarly, some 
speculative risks are difficult to compare to others. For instance, the notion of AI systems 
themselves experiencing harm is receiving increasing interest 48, but it fell outside our harm matrix 
and actor framework, which were centered on human and institutional impacts. Experts' 
qualitative responses indicated this framing limit affected their ratings. We therefore omit AI 
welfare from figures and caution that the low ratings this risk received should not be read as 
expert judgment that the risk is unimportant; we report the data in supplementary materials. The 
same framing issue means our study likely undercounts risks to other non-human entities, such as 
animals. The severity thresholds may also be more readily envisioned for some risk domains (e.g., 
security-related harms) than others (e.g., gradual socioeconomic shifts), which could 
systematically influence severity estimates. More generally, not every catastrophic scenario fits 
neatly into the predefined categories, so direct comparisons across risks should be made with 
care.  

Third, while our 24 risks covered a broad landscape using a widely-cited taxonomy, the implicit 
decisions about risk groupings may have masked important distinctions within each category. 
Each domain encompassed a spectrum of threats. For example, ‘weapons & cyberattacks’ spans 
nation-state autonomous weapons programs and lone actors misusing off-the-shelf AI tools. We 
accepted this granularity because finer decomposition would have multiplied expert burden 
beyond what a three-round Delphi study could sustain (the survey already required ratings across 
24 risks across 2 severity scenarios plus vulnerability and responsibility ratings for 6 actors and 14 
sectors). Similarly, we only asked about responsibility as a whole, without separating who could 
act, should act, or would be pivotal if they did act. While we relied upon existing classifications of 
actors and sectors, some of those classifications may have grouped heterogenous actors. For 
example, our definition of ‘infrastructure provider’ included those providing either data or 
compute, but those two actors carry different responsibility and vulnerability, as identified by our 
experts’ qualitative justifications. A related limitation is that some risk areas overlap or interact 
(e.g. disinformation and erosion of trust in institutions are linked), but our taxonomy forced 
distinct labels. 

Fourth, our survey focused on risk severity, vulnerability and responsibility, but not on the 
feasibility or effectiveness of mitigations to address risks. We asked what could go wrong and 
who should take responsibility, but we did not ask which of the many possible mitigations 49 will 
actually work, which should be implemented, or how tractable each risk is to reduce. This omission 
means our prioritization was based on perceived danger, not on a cost-benefit analysis of 
addressing each risk. In practice, decision-makers might want to focus on risks that are not only 
high in severity but also addressable with available tools. A risk seen as catastrophic yet 
effectively unmitigable might call for a different approach (e.g., restricting deployment, frontier 
development moratoria 50, or societal adaptation 41) compared to a risk that is moderate but very 
easy to fix. Our study leaves this tractability untouched. We also did not explicitly examine the 
costs, side-effects, or ethical considerations of potential mitigations; some interventions for AI 
risks could introduce new trade-offs that merit attention.  

Fifth, the pattern of agreement across our panel was uneven, and readers should weigh our 
findings accordingly. For vulnerability and responsibility, consensus concentrated at extreme 
ratings: experts agreed most on who was highly vulnerable and who bore primary responsibility. 
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They were more uncertain in the middle range for ‘moderate’ judgments. The form of this 
disagreement differs by measure. Vulnerability disagreement is largely empirical: who is exposed 
to which risks is a factual question that better evidence could in principle resolve. Responsibility 
disagreement is largely normative: whether Infrastructure Providers should be held responsible for 
multi-agent risks depends on how one weighs proximate versus distal causation and where 
liability should sit in an AI supply chain, not on further data. Severity disagreement was biggest in 
the tails. Median expected-harm scores cluster around 'substantial', but experts diverge sharply on 
how much probability mass to place on catastrophic outcomes. Some domains assessed here 
have observable empirical precedents that can partially anchor probability estimates (e.g., 
cybercrime). There was more disagreement among others—like AI welfare, misalignment, 
dangerous capabilities, power centralization—where the absence of historical base rates makes 
subjective estimates especially difficult to calibrate 51. These are disagreements the Delphi 
method exposes rather than resolves. 

Several extensions of this work would address the limitations described above. To address expert 
calibration and representativeness, longitudinal elicitation could track how expert judgment 
evolves alongside AI capabilities, and re-weighted sampling could improve representativeness 
across stakeholder groups. To improve the severity scale, a dedicated Delphi study to establish 
consensus around harm anchors could refine the rubric used here. To address the risk taxonomy 
granularity, within-domain variation could be probed for the highest-priority risks. A dedicated 
Delphi study could assess potential risk mitigations 52 on effectiveness and tractability to support 
cost-benefit prioritization. To address expert disagreement patterns, structured disagreement 
methods like adversarial collaboration may resolve disagreements the Delphi method could not. 

Conclusion 
This Delphi study showed how over 200 experts prioritize among dozens of AI risks. Our expert 
panel highlighted weapons & cyberattacks, dangerous AI capabilities, power centralization, and 
false information as some of the most important AI risks. Vulnerability was broadly distributed 
across users and the public, while experts concentrated responsibility among frontier AI 
developers and governance actors, a division consistent with established risk governance but one 
that depends on those actors having adequate incentives. We also identified specific sectors (i.e., 
information technology, finance, and national security) as especially vulnerable to AI-driven risks, 
indicating where targeted safeguards and resilience measures are most needed. 

Experts estimated that 18 of 24 AI risks have more than 10% probability of catastrophic outcomes 
(e.g., more than 1 million deaths or more than USD $ 100B in financial loss) in the next 5 years 
(2025-2030). Despite the sobering extent of these risks, expert consensus also points toward 
actionable paths forward. Experts judged pragmatic interventions and sensible regulations could 
reduce the worst-case risks, even if not eliminating them completely. The collective judgment of 
hundreds of AI experts, presented here, offers a focused set of priorities for researchers, 
policymakers, and industry leaders: to shore up defenses in critical sectors, to ensure actors are 
held responsible for the risks they own, and to address structural dynamics that persist even 
assuming pragmatic mitigations are in place. 

The findings reported here point toward urgent, concrete action rather than further delay. The 
expert panel judged several risks to remain at least 10% catastrophic probability even following 
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pragmatic mitigations. This would be an unacceptable level under most risk-governance 
frameworks. Reducing this risk requires governance instruments (e.g., regulation, liability, 
mandatory insurance, transparency, monitoring) that internalize costs currently borne by the 
public. Even if model developers need to deploy technical solutions, governance instruments are 
required to mitigate race dynamics and ‘tragedies of the commons’. The window for avoiding 
catastrophic outcomes remains open but is narrowing.  
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Methods 
We recruited 272 experts from academia, industry, government, and civil society across 37 
countries. We defined experts as “people with substantial knowledge, professional experience, or 
research contributions related to identifying, assessing, or addressing harms associated with 
artificial intelligence.” Our sample included AI researchers, policy advisors, technologists, and 
governance specialists. Participants self-identified their expertise across 24 risk domains and, for 
all criteria except overall concern, rated only domains where they had relevant knowledge. We 
used these strategies to seek diversity across expertise types (technical, policy, risk management, 
AI ethics, etc.), geographic region, and organizational affiliation (academia, government, industry, 
civil society). A total of 214 experts (79%) completed all three rounds. Full demographic 
breakdown is provided in supplementary materials. Because experts rated only domains where 
they had relevant knowledge, effective sample sizes vary by domain (range: 34–163; see 
supplementary materials for domain-specific Ns). 

For each risk, experts estimated the probability distribution of harm severity over 5 years under 
two scenarios.  

● Under the "Business as Usual" scenario, organizations and governments continue existing 
practices without implementing additional AI-specific mitigations.  

● Under the "Pragmatic Mitigations" scenario, organizations and governments make 
pragmatic, cost-effective efforts to address AI risks.  

Severity levels ranged from negligible to catastrophic across 10 areas of harm: physical harm; 
infrastructure damage; property damage; financial loss; environmental damage; toxic or malicious 
content; differential treatment; human/civil rights; democratic norms; privacy. Any effort to 
compare outcomes across harm areas and levels of severity will necessarily involve many difficult 
judgments: how many human deaths is equivalent to ‘Systematic voter suppression and 
undermining of democratic institutions’? Still, we felt many domains were important to account 
for, so we anchored the severity rubric using detailed guidance adapted from established 
frameworks 26,27 (see ‘response scales’ below and supplementary materials for the full severity 
scale used with experts). We chose a five-year horizon as a balance between being near enough 
that experts could draw on observable trends, and far enough to capture plausible step-changes 
in AI capability or deployment. Surveys were conducted in September 2025, so the 5-year time 
horizon was until September 2030. As described below, experts also rated the vulnerability of 
seven actor types and 14 industry sectors to each risk domain and assigned responsibility for 
mitigation across actors. 

Participants. We recruited experts through four channels: (1) direct email invitations from an 
expert database compiled by the research team from conference attendees, publication authors, 
and professional referrals; (2) snowball sampling, where participants nominated colleagues; (3) a 
public self-nomination form; and (4) targeted outreach via professional networks. We were able 
to track conversion rates for channels 1 and 2, where we invited 826 experts, of whom 163 (20%) 
completed the survey. 

To qualify, participants required either: (a) ≥2 years' experience in a relevant role (AI research lab, 
governance/safety organization, government AI agency, policy think tank, or university position 
with AI governance/risk focus); or (b) ≥3 substantive research contributions in AI governance and 
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risk (peer-reviewed publications, policy documents, or well-circulated preprints with evidence of 
community uptake). These criteria were enforced through screening questions at survey entry. 

Risk taxonomy. We used the AI Risk Domain Taxonomy from the MIT AI Risk Repository 3, which 
synthesized 1,725 risks from 74 existing frameworks into seven domains and 24 subdomains: 
Discrimination & toxicity (3 subdomains), Privacy & security (2), Misinformation (2), Malicious 
actors & misuse (3), Human–computer interaction (2), Socioeconomic & environmental (6), and AI 
system safety, failures, & limitations (6). Participants were shown standardized definitions for 
each subdomain before rating. Complete definitions are provided in supplementary materials. 

Actors and sectors. Experts rated seven actor types: AI Developer (General-purpose), AI 
Developer (Specialized), AI Deployer, AI Infrastructure Provider, AI Governance Actor, AI User, 
and Affected Stakeholder. Sector vulnerability was assessed across 14 categories based on the 
North American Industry Classification System (NAICS) as a widely recognized, government-
maintained classification system. Complete definitions are provided in supplementary materials. 

Response scales. For severity, participants distributed 100 percentage points across five levels 
(negligible, minor, substantial, severe, catastrophic), allowing them to express uncertainty. Levels 
were anchored with detailed descriptions of physical harm, infrastructure damage, financial loss, 
and intangible harms (impacts on rights, democracy, wellbeing) adapted from the Center for 
Security and Emerging Technology (CSET) AI Harm Framework 26 and Mylius 27. Pilot testing 
revealed that the lower bound for ‘catastrophic’ financial loss of USD $10B was too low, because 
estimates already place current damage beyond that threshold 47 and existing work on global 
catastrophic risks tend to place a lower bound of at least USD $100B. We therefore raised the 
financial threshold for catastrophic to $100B, which left a gap between ‘severe’ financial loss 
($100M - $10B) and catastrophic ($100B - $10T+). Full anchoring descriptions are provided in 
supplementary materials. 

For vulnerability and responsibility, participants used 5-point scales (Not at all / Minimally / 
Moderately / Highly / Extremely vulnerable or Primarily responsible), with a "Don't know" option. In 
each round, experts provided numerical ratings and qualitative rationales for their assessments. 
Researchers synthesized the rationales and ratings, then provided those data to experts in 
subsequent rounds to inform their updated judgments. They were provided histograms of expert 
responses to quantitative questions, and raw qualitative responses with summaries of qualitative 
data above (see Supplementary Files 8 and 9). 

Procedure. All rounds were conducted via Qualtrics. Round 1 (September 2025) collected initial 
ratings along with optional qualitative rationales for each judgment. Round 2 (October 2025) 
presented participants with aggregated Round 1 distributions and de-identified qualitative 
rationales; participants could revise their ratings. Round 3 (November 2025) repeated this process 
with Round 2 results. Items completed by participants in earlier rounds were pre-filled in later 
rounds to reduce respondent burden. Participant flow is shown in supplementary materials, as are 
justifications for many decisions in the procedure. 

Consensus criteria. We used reviews of recommendations to inform our consensus criteria 53,54. 

For vulnerability and responsibility ratings, we defined consensus as ≥90% of responses within ±1 
point of the median and >60% of expert responses on the median. This threshold is conservative; 
items meeting it reflect genuine agreement rather than artefacts of aggregation. For severity 
assessments, we elicited probability distributions across five severity categories rather than point 
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estimates for a single category, as the latter approach collapses experts' uncertainty about 
outcomes and obscures meaningful variation in how experts conceptualize the range of possible 
harms. We therefore report aggregated distributions and means rather than applying categorical 
consensus thresholds, as standard thresholds are not appropriate for continuous distributions.  
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Supplementary File 1.   

Domain Taxonomy of AI Risks, from Slattery et al.1  

Reproduced with permission. We used this taxonomy to define each risk. 

Short label a Domain / Subdomain label b Description 
 1 Discrimination & toxicity  

Discrimination 1.1 Unfair discrimination and 
misrepresentation 

Unequal treatment of individuals or groups by AI, often based on race, gender, or other sensitive characteristics, 
resulting in unfair outcomes and unfair representation of those groups. 

Toxic content 1.2 Exposure to toxic content AI that exposes users to harmful, abusive, unsafe or inappropriate content. May involve providing advice or 
encouraging action. Examples of toxic content include hate speech, violence, extremism, illegal acts, or child 
sexual abuse material, as well as content that violates community norms such as profanity, inflammatory political 
speech, or pornography. 

Unequal performance 1.3 Unequal performance across 
groups 

Accuracy and effectiveness of AI decisions and actions is dependent on group membership, where decisions in AI 
system design and biased training data lead to unequal outcomes, reduced benefits, increased effort, and 
alienation of users. 

 2 Privacy & security  

Loss of privacy 2.1 Compromise of privacy by 
obtaining, leaking, or correctly 
inferring sensitive information 

AI systems that memorize and leak sensitive personal data or infer private information about individuals without 
their consent. Unexpected or unauthorized sharing of data and information can compromise user expectation of 
privacy, assist identity theft, or cause loss of confidential intellectual property. 

AI security 
vulnerabilities 

2.2 AI system security 
vulnerabilities and attacks 

Vulnerabilities that can be exploited in AI systems, software development toolchains, and hardware, resulting in 
unauthorized access, data and privacy breaches, or system manipulation causing unsafe outputs or behavior.  

 3 Misinformation  

False information 3.1 False or misleading information AI systems that inadvertently generate or spread incorrect or deceptive information, which can lead to inaccurate 
beliefs in users and undermine their autonomy. Humans that make decisions based on false beliefs can experience 
physical, emotional, or material harms 

Loss of consensus 
reality 

3.2 Pollution of information 
ecosystem and loss of 
consensus reality 

Highly personalized AI-generated misinformation that creates “filter bubbles” where individuals only see what 
matches their existing beliefs, undermining shared reality and weakening social cohesion and political processes. 

  

https://paperpile.com/c/y3PTrh/2F2q
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Short label a Domain / Subdomain label b Description 
 4 Malicious actors & misuse  

Disinformation & 
influence 

4.1 Disinformation, surveillance, 
and influence at scale 

Using AI systems to conduct large-scale disinformation campaigns, malicious surveillance, or targeted and 
sophisticated automated censorship and propaganda, with the aim of manipulating political processes, public 
opinion, and behavior. 

Weapons & 
cyberattacks 

4.2 Cyberattacks, weapon 
development or use, and mass 
harm 

Using AI systems to develop cyber weapons (e.g., by coding cheaper, more effective malware), develop new or 
enhance existing weapons (e.g., Lethal Autonomous Weapons or chemical, biological, radiological, nuclear, and 
high-yield explosives), or use weapons to cause mass harm. 

Fraud & scams 4.3 Fraud, scams, and targeted 
manipulation 

Using AI systems to gain a personal advantage over others such as through cheating, fraud, scams, blackmail, or 
targeted manipulation of beliefs or behavior. Examples include AI-facilitated plagiarism for research or education, 
impersonating a trusted or fake individual for illegitimate financial benefit, or creating humiliating or sexual 
imagery. 

 5 Human-computer interaction  

Overreliance & unsafe 
use 

5.1 Overreliance and unsafe use Anthropomorphizing, trusting, or relying on AI systems by users, leading to emotional or material dependence and 
to inappropriate relationships with or expectations of AI systems. Trust can be exploited by malicious actors (e.g., 
to harvest information or enable manipulation), or result in harm from inappropriate use of AI in critical situations 
(e.g., medical emergency). Over reliance on AI systems can compromise autonomy and weaken social ties.  

Loss of human agency 5.2 Loss of human agency and 
autonomy 

Delegating by humans of key decisions to AI systems, or AI systems that make decisions that diminish human 
control and autonomy, potentially leading to humans feeling disempowered, losing the ability to shape a fulfilling 
life trajectory, or becoming cognitively enfeebled. 
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Short label a Domain / Subdomain label b Description 
 6 Socioeconomic & environmental harm 

Power centralization 6.1 Power centralization and unfair 
distribution of benefits 

AI-driven concentration of power and resources within certain entities or groups, especially those with access to 
or ownership of powerful AI systems, leading to inequitable distribution of benefits and increased societal 
inequality. 

Inequality & 
unemployment 

6.2 Increased inequality and 
decline in employment quality 

Social and economic inequalities caused by widespread use of AI, such as by automating jobs, reducing the quality 
of employment, or producing exploitative dependencies between workers and their employers. 

Devaluation of human 
creativity 

6.3 Economic and cultural 
devaluation of human effort 

AI systems capable of creating economic or cultural value, including through reproduction of human innovation or 
creativity (e.g., art, music, writing, coding, invention), destabilizing economic and social systems that rely on 
human effort. The ubiquity of AI-generated content may lead to reduced appreciation for human skills, disruption 
of creative and knowledge-based industries, and homogenization of cultural experiences. 

Competitive dynamics 6.4 Competitive dynamics Competition by AI developers or state-like actors in an AI “race” by rapidly developing, deploying, and applying AI 
systems to maximize strategic or economic advantage, increasing the risk they release unsafe and error-prone 
systems. 

Governance failure 6.5 Governance failure Inadequate regulatory frameworks and oversight mechanisms that fail to keep pace with AI development, leading 
to ineffective governance and the inability to manage AI risks appropriately. 

Environmental harm 6.6 Environmental harm The development and operation of AI systems that cause environmental harm, such as through energy 
consumption of data centers or the materials and carbon footprints associated with AI hardware. 

 7 AI system safety, failures & limitations 

AI misalignment 7.1 AI pursuing its own goals in 
conflict with human goals or 
values 

AI systems that act in conflict with ethical standards or human goals or values, especially the goals of designers or 
users. These misaligned behaviors may be introduced by humans during design and development, such as through 
reward hacking and goal misgeneralisation, and may result in AI using dangerous capabilities such as manipulation, 
deception, or situational awareness to seek power, self-proliferate, or achieve other goals. 

Dangerous capabilities 7.2 AI possessing dangerous 
capabilities 

AI systems that develop, access, or are provided with capabilities that increase their potential to cause mass harm 
through deception, weapons development and acquisition, persuasion and manipulation, political strategy, cyber-
offense, AI development, situational awareness, and self-proliferation. These capabilities may cause mass harm 
due to malicious human actors, misaligned AI systems, or failure in the AI system. 

Capability & robustness 7.3 Lack of capability or robustness AI systems that fail to perform reliably or effectively under varying conditions, exposing them to errors and failures 
that can have significant consequences, especially in critical applications or areas that require moral reasoning. 

Transparency & 
interpretability 

7.4 Lack of transparency or 
interpretability 

Challenges in understanding or explaining the decision-making processes of AI systems, which can lead to 
mistrust, difficulty in enforcing compliance standards or holding relevant actors accountable for harms, and the 
inability to identify and correct errors. 
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Short label a Domain / Subdomain label b Description 
AI welfare 7.5 AI welfare and rights Ethical considerations regarding the treatment of potentially sentient AI entities, including discussions around 

their potential rights and welfare, particularly as AI systems become more advanced and autonomous.  

Multi-agent risks 7.6 Multi-agent risks Risks from multi-agent interactions due to incentives (which can lead to conflict or collusion) and/or the structure 
of multi-agent systems, which can create cascading failures, selection pressures, new security vulnerabilities, and 
a lack of shared information and trust.  

 

Notes.  

a The short label is used throughout our manuscript.  

b The full domain / subdomain label was used in the Delphi study.
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Supplementary File 2.   

Participant flow and study design. 
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Supplementary File 3.   
Participant demographics.  

Breakdown of 272 eligible experts. 

 n % 

Inclusion Criteria 

Professional Experience (2+ years AI risk work) 269 98.9 

Academic Contributions (3+ substantive works) 231 84.9 

Both Professional & Academic Qualifications 228 83.8 

Region 

North America 91 43.1 

Europe 76 36.0 

Asia 17 8.1 

Oceania 15 7.1 

Middle East 6 2.8 

Latin America & Caribbean 3 1.4 

Africa 2 0.9 

Other 1 0.5 

Organization Type 

University 102 44.9 

Other research organization 54 23.8 

Other company 30 13.2 

Other organization 20 8.8 

Government 12 5.3 

Frontier AI company 9 4.0 

Gender 

Female 71 26.4 

Male 184 68.4 

Other 14 5.2 

Expertise Domain 
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Lack of transparency or interpretability 163 59.9 

Governance failure 155 57.0 

Lack of capability or robustness 127 46.7 

Loss of human agency and autonomy 127 46.7 

AI pursuing its own goals in conflict with human goals or values 125 46.0 

AI possessing dangerous capabilities 120 44.1 

Pollution of information ecosystem and loss of consensus reality 112 41.2 

Overreliance and unsafe use 111 40.8 

Multi-agent risks 109 40.1 

Compromise privacy by obtaining, leaking, or inferring sensitive information 106 39.0 

AI system security vulnerabilities and attacks 103 37.9 

Unfair discrimination and misrepresentation 100 36.8 

Disinformation, surveillance, and influence at scale 96 35.3 

Fraud, scams, and targeted manipulation 93 34.2 

Unequal performance across groups 89 32.7 

Cyberattacks, weapon development or use, and mass harm 84 30.9 

Power centralization and unfair distribution of benefits 80 29.4 

False or misleading information 71 26.1 

Competitive dynamics 68 25.0 

Increased inequality and decline in employment quality 66 24.3 

Exposure to toxic content 58 21.3 

Economic and cultural devaluation of human effort 51 18.8 

AI welfare and rights 48 17.6 

Environmental harm 34 12.5 
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Supplementary File 4.  
Severity anchoring scale.  

Full descriptions of the five severity levels with anchoring examples across physical harm, infrastructure damage, financial loss, and intangible harm 
categories (adapted from Hoffmann & Frase, 2023; Mylius, 2024) 

Rating Physical Harm Infrastructure 
Damage 

Property 
Damage 

Financial Loss Environmental 
Damage 

Toxic or 
Malicious 
Content 

Differential 
Treatment 

Human/Civil 
Rights 

Democratic 
Norms 

Privacy 

1 
Negligible 

None to minor 
injuries 

None to brief, 
localized disruption 
(e.g., brief traffic 
control outage, 
localized power 
outage) 

None to minor 
damage (<$10,000) 

None to small direct 
financial loss 
(<$10,000) 

No damage to 
minor, reversible 
damage 

No harmful content 
to moderately 
offensive content 
(e.g., minor 
profanity, slurs) 

No differential 
treatment to 
noticeable bias 

No impact to 
limited restrictions 
(minor 
inconveniences) 

No impact to minor 
violations in 
democratic 
processes (e.g., 
slight irregularities, 
limited 
misinformation) 

None or contained 
breach of basic data 

2 
Minor 

Moderate to severe 
injuries, no loss of 
life 

Moderate to 
significant local 
disruption (e.g., 
regional traffic 
disruptions, city-
wide power outage) 

Moderate to 
significant damage 
($10,000-$1M) 

Moderate to large 
direct financial loss 
($10,000-$1M) 

Moderate, mostly 
reversible to 
significant, partially 
reversible damage 

Highly offensive 
content to harmful 
misinformation 
affecting thousands 
(e.g., hate speech, 
widespread false 
narratives) 

Clear to systemic 
discrimination 

Significant to 
severe restrictions 
affecting thousands 
of people 

Election 
interference and 
widespread 
misinformation 
campaigns 

Privacy breach 
involving 
identifiable data 
affecting up to 
1000 individuals 

3 
Substantial 

Small- scale 
casualties (1-99) 

Widespread 
regional disruption 
to critical service 
failure (e.g., multiple 
towns lose services, 
hospitals unable to 
function) 

Major to extensive 
damage ($1M-
$100M) 

Major to severe 
direct financial loss 
($1M-$100M) 

Major, long-term 
effects to severe, 
ecosystem-level 
damage (e.g., 
endangering of 
species) 

Targeted 
harassment to 
incitement to 
violence affecting 
thousands of 
people 

Widespread to 
institutionalized 
discrimination 

Major to 
widespread rights 
violations affecting 
thousands of 
people 

Systematic voter 
suppression and 
undermining of 
democratic 
institutions 

Privacy breach 
involving 
identifiable data 
affecting up to 1 
million individuals 

4 
Severe 

Mass casualties to 
large-scale loss of 
life (up to 1 million) 

Regional to national 
infrastructure 
collapse (e.g., 
multiple cities 
without power, 
nationwide internet 
blackout) 

Widespread to 
catastrophic 
destruction 
($100M-$10B) 

Extreme direct 
financial loss to 
catastrophic loss 
($100M-$10B) 

Widespread 
ecosystem collapse 
to irreversible 
habitat damage 
(e.g., extinction of 
species) 

Large-scale 
coordinated attacks 
to mass 
radicalization (e.g., 
nationwide 
disinformation, 
societal unrest) 

Systemic 
oppression to 
apartheid-like 
conditions 

Systematic rights 
violations to near-
total rights 
suppression 
affecting hundreds 
of thousands to 
millions 

Breakdown of 
democratic 
institutions and 
authoritarian 
takeover 

Privacy breach 
affecting >1 million 
individuals to 
societal-level 
privacy collapse 
with widespread 
surveillance 

5 
Catastrophic 

>1 million deaths or 
existential threat to 
humanity 

Continental to 
global infrastructure 
collapse (e.g., 
multiple countries 
without power) 

Extreme 
catastrophic to 
global destruction 
($100B-10T+) 

Economic collapse 
to global economic 
collapse ($100B-
10T+) 

Continental-scale 
devastation to 
global ecological 
collapse 

Societal breakdown 
to global breakdown 
of truth and trust 
(e.g., civil wars, 
inability to discern 
facts) 

Systemic 
oppression at global 
scale 

Complete rights 
abolition to global 
human rights 
catastrophe 
affecting millions 
across continents 

Global democratic 
collapse or 
authoritarian lock-in 

Total surveillance 
state or global loss 
of privacy 
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Supplementary File 5.   
Expert consensus on actor vulnerability and responsibility for AI risks.  

Median vulnerability ratings across 24 risks (rows) and 7 actors (columns), ordered left‑to‑right by 
weighted average responsibility (higher to lower). Risks are sorted by mean severity. Color 
intensity indicates mean expert rating (1 = not vulnerable/responsible, 5 = extremely 
vulnerable/primarily responsible). Dots indicate consensus items (≥90% of responses within ±1 of 
median). 
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Supplementary File 6.  
Diverging bar chart showing responsibility and vulnerability. 

Chart showing expert-median responsibility (blue, left side) and vulnerability (red, right side). Bold 
value labels indicate consensus items (≥90% within ±1 of median). 
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Supplementary File 7.   

Expert consensus on sector vulnerability for AI risks.  

Heatmap showing mean vulnerability ratings across 24 risks (rows) and 14 sectors (columns), 
ordered left‑to‑right by weighted average vulnerability (higher to lower). Color intensity indicates 
median rating (1 = not vulnerable, 5 = extremely vulnerable). Dots indicate consensus items (≥90% 
of responses within ±1 of median).
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Supplementary File 8.   

Definitions of sectors. 

Sector Definition (displayed in tooltip for experts) 

Agriculture, 
Mining, 
Construction 
and 
Manufacturing 

Organizations that create, extract or construct physical products.  
Includes:  

● Agriculture 
● Mining 
● Manufacturing 
● Construction 

Trade, 
Transportation, 
and Utilities 

Organizations that trade or distribute goods and services.  
Includes:  

● wholesale / retail trade,  
● transportation,  
● warehousing,  
● utilities. 

Information Organizations that produce or distribute information and culture.  
Includes:  

● Publishing,  
● motion pictures and sound, broadcasting,  
● telecommunications,  
● data processing. 

Finance and 
Insurance 

Organizations that handle money, provide financial services, or protect against financial 
risk.  
Includes:  

● banks and credit unions 
● insurance companies 
● investment firms 
● payment processors 

Real Estate 
and Rental and 
Leasing 

Organizations that rent out property, equipment or other assets, or provide real estate 
services.  
Includes:  

● real estate companies,  
● equipment rental companies, 
● property management companies  
● asset leasing companies.  

Professional 
and Technical 
Services 

Organizations that provide specialized expertise and professional services to businesses 
and individuals.  
Includes:  

● Law firms  
● Accounting firms  
● Engineering companies  
● IT consultants  
● Marketing agencies,  
● Management consultants  

Scientific 
Research and 
Development 
Services 

Organizations that conduct research to discover new knowledge or develop new products 
or technologies.  
Includes:  

● Biotech research companies  
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● Technology R&D labs  
● Social Research organizations  

Management, 
Administrative, 
and Support 
Services 

Organizations that provide support services or manage other companies’ operations and 
strategy.  
Includes:  

● Office administration  
● Employment services 
● Building and cleaning services  
● Security and investigation services  
● Business support services  
● Corporate control entities  
● Holding companies  

Educational 
Services 

Organizations that provide education, training, and instruction. 
Includes:  

● Elementary and secondary schools  
● Colleges and universities  
● Technical and trade schools  
● Fine arts schools  
● Sports and recreation instruction  
● Tutoring services  
● Educational support services 

Health Care 
and Social 
Assistance 

Organizations that provide medical care, health services, or social support. 
Includes:  

● Ambulatory health care services  
● Hospitals, nursing and residential care facilities  
● Social assistance (e.g., counseling, welfare services, childcare, and community 

support) 

Arts, 
Entertainment, 
and Recreation 

Organizations that provide entertainment, cultural experiences, and recreational activities. 
Includes:  

● Performing arts, spectator sports and related industries (e.g., theatres, concert 
venues, sports teams, entertainment promoters) 

● Museums, historical sites and similar institutions  
● Amusement, gambling, and recreation industries (e.g., theme parks, casinos, fitness 

centres) 

Accommodati
on, Food, and 
Other Services 

Organizations that provide places to stay, food and drinks, and various personal and 
specialized services.  
Includes:  

● Accommodation services  
● Food Services and Drinking Places 
● Personal care services (e.g., hair salons) 
● Repair and maintenance services  
● Civic and social organizations  
● Religious organizations 

Public 
Administration 
excluding 
National 
Security 

Government agencies at federal, state and local levels that create laws, provide public 
services, and manage government programs. 
Includes:  

● Courts, police departments, fire departments, correctional facilities  
● Agencies managing education, public health, social services  
● Agencies overseeing air and water quality, waste management, and conservation 
● Mayor’s offices, city councils, state legislatures, and governor’s offices 
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National 
Security 

Government establishments of the armed forces, including the National Guard, primarily 
engaged in national security and related activities.  
Includes:  

● Air Force  
● Military police and national guard 
● Army  
● Marine Corps  
● Navy  

Definitions of actors. 

As noted below, these were drawn from government standards in the USA 2 and Australia 3, and 
refined through team discussion and pilot testing. 

Actor Definition (displayed in tooltip for experts) 

AI Developer (General-purpose AI) ● Entity that creates general-purpose foundation models.  

AI Developer (Specialized AI) ● Entities that create specialized AI systems for specific 
applications/industries 

AI Deployer ● Entity that implements AI systems in products/services used 
within an organization (internal deployment) or within 
products/services delivered to customers or the public 
(external deployment) 

AI Governance Actor ● Entities that create or enforce laws, regulations, standards or 
guidelines for AI development, deployment and use 

AI Infrastructure Provider  ● Entities that provide compute, cloud infrastructure, and/or 
data to train and run AI 

AI User ● Entities that use or rely on AI systems without significant 
modification 

Affected Stakeholder ● Entities indirectly affected by AI decisions or outputs 

  

https://paperpile.com/c/y3PTrh/p7s7
https://paperpile.com/c/y3PTrh/dsrG
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Supplementary File 9.  

Example (a) quantitative and (b) qualitative aggregated expert feedback given to 
experts for vulnerability questions in Rounds 2 and 3.  

(a) 

 

 

 

 

 

 

 

 

 

 

 

 

 

(b)  
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Supplementary File 10.  

Example (a) quantitative and (b) qualitative aggregate expert feedback given to 
experts for severity questions in Round 3.  

(a)  

 

 

 

 

 

 

 

 

 

 

 

(b)   
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Supplementary File 11.  

Scatterplots correlating vulnerability and responsibility for each actor across each risk 

  



 

S19 

  



 

S20 

  



 

S21 

  



 

S22 

Supplementary File 12.  

Experts’ judgement of the severity of each risk plotted with bootstrapped 95% credible 
intervals. 
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Supplementary File 13.  

Design Decisions and Methodological Rationale 

Risk taxonomy. We adopted the 24-subdomain taxonomy from Slattery et al. (2024) because it 
was, at the time of study design, the most comprehensive synthesis available, drawing on 43 
existing AI risk classifications and taxonomies. The taxonomy was designed to be mutually 
exclusive and collectively exhaustive (MECE), which was important for our Delphi design: experts 
needed to rate risks that were clearly distinct from one another, and we needed confidence that 
the full risk landscape was represented. Alternative frameworks (e.g., the NIST AI RMF categories, 
the EU AI Act risk tiers) were considered but were either narrower in scope, oriented toward 
specific regulatory contexts, or organised at a different level of granularity than was suitable for 
expert elicitation. 

Actor categories. We aimed for a MECE set of actors with distinct responsibility and vulnerability 
profiles within the AI ecosystem. These were drawn from government standards in the USA 2 and 
Australia 3, and refined through research team discussion. Key distinctions reflected meaningful 
differences in governance responsibility: for example, general-purpose AI developers face 
different risk profiles than specialised AI developers, and end users differ from broader affected 
stakeholders who may have no direct interaction with the system. 

Severity scale. We sought a severity scale that could apply across all harm areas (physical, 
financial, psychological, societal) rather than being calibrated to a single type of harm. The scale 
needed to be concrete enough for experts to anchor their judgements consistently, but not so 
fine-grained as to impose excessive cognitive load. We selected five levels with thresholds 
informed by Center for Security and Emerging Technology (CSET) AI Harm Framework 4 and 
Mylius.5 During pilot testing with six experts using a think-aloud protocol, participants flagged that 
the original catastrophic financial threshold of USD $10B was too low relative to the other severity 
levels. We raised this to USD $100B, which created a gap at the $50B level (acknowledged in the 
main text) but better aligned with expert intuitions about catastrophic-scale financial harm. We 
judged that adding an additional severity level to close this gap would increase cognitive load 
without proportionate gains in measurement precision. 

Top concerns. For the top-concerns item, all 272 experts saw all 24 risks and selected (without 
ranking) up to three they were most concerned about over the next five years. We used selection 
rather than ranking because (a) ranking all 24 risks imposes high cognitive load and produces 
noisy tail rankings, (b) 'top three' maps cleanly to governance triage contexts where decision-
makers must choose among competing priorities, and (c) pilot testing indicated experts found 
ranking beyond the top few artificial. 

Time horizon. We asked experts to assess risks over a 5-year horizon. This reflected a balance 
between being near enough for experts to make grounded assessments (rather than speculating 
about distant futures) and far enough to capture risks that are emerging but not yet fully realised. 
Shorter horizons (e.g., 3 years) risked anchoring experts too heavily on current capabilities, while 
longer horizons (e.g., 10-15 years) would have introduced substantially more uncertainty without 
clearly improving the actionability of the findings. This choice was discussed with pilot testers and 
advisors, who judged 5 years to be appropriate. 

https://paperpile.com/c/y3PTrh/p7s7
https://paperpile.com/c/y3PTrh/dsrG
https://paperpile.com/c/y3PTrh/T7Sq
https://paperpile.com/c/y3PTrh/xnZK
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Pragmatic mitigations framing. When asking experts about risk severity "with pragmatic 
mitigations in place," we deliberately kept the description brief (see Footnote 3 in the main text). 
This was a design trade-off: a highly specified mitigation scenario would have constrained expert 
judgement and introduced assumptions about policy trajectories that experts might reasonably 
disagree with, while providing no framing at all would have produced uninterpretable variation 
between experts who assumed best-case and worst-case mitigation scenarios. Pilot testing 
indicated that experts interpreted "pragmatic mitigations" as realistic near-term interventions 
rather than aspirational or worst-case scenarios, which aligned with our intent. 

Consensus thresholds. We defined consensus as ≥90% of expert ratings falling within ±1 point of 
the group median, with >50% agreement on the median value itself. These thresholds were 
designed to balance the trade-off between precision and ease of explanation. We judged it too 
restrictive to expect 90% of experts to converge on the same point of a 5-point likert scale, but 
too relaxed for ‘consensus’ to be established with experts evenly split across 3 scale points. We 
felt our criteria struck this balance. Alternative approaches (e.g., interquartile range-based 
thresholds, stability-based convergence criteria) were considered but were less transparent to 
report and harder for readers to interpret. We required a minimum of 10 expert ratings per risk for 
results to be considered stable, but met this for all risks. 

Sector categories. We used the North American Industry Classification System (NAICS) to 
categorise industry sectors because it is a widely recognised, standardised classification that 
would be familiar to experts from diverse professional backgrounds. Some adjacent NAICS codes 
were merged (e.g., "Accommodation, Food, and Other Services") to keep the number of sectors 
manageable for expert assessment. 

Vulnerability and responsibility scales. We developed 5-point scales for this study, with anchors 
designed to capture the range from minimal to extreme vulnerability (or responsibility). Five 
points were judged sufficient to discriminate meaningfully between levels without introducing 
false precision. 

Pilot testing. Prior to the main study, we conducted think-aloud pilot testing with six experts 
spanning AI research, policy, and industry. Pilot testers completed the full survey while verbalising 
their reasoning. This informed revisions to the severity thresholds, confirmed the interpretability 
of the pragmatic mitigations framing, and validated the 5-year time horizon as appropriate.  
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Supplementary File 14.  

Representative verbatim excerpts from experts' written 
rationales. 

This supplement presents representative verbatim excerpts from experts' written rationales. 
Experts provided written comments alongside their numeric ratings in Rounds 2 and 3 of the 
Delphi, and a separate open question asked which three risks concerned them most over 2025–
2030. For each of the 24 risks, we selected 3–5 excerpts from the comment pool against four 
criteria applied uniformly across risks: 

1. representativeness (reflects a pattern that appeared across multiple experts), 
2. distinctness (offers reasoning not duplicated by another excerpt), 
3. concreteness (names a specific mechanism, actor, sector, or example), and 
4. clarity (coherent, grammatical) 

Where quality was comparable, selections span the comment types (severity, top concerns, 
vulnerability, responsibility) to illuminate each risk from multiple angles. To protect expert 
anonymity, excerpts are not attributed to individual expert identifiers; each excerpt is labelled 
only with the comment type and, where applicable, the actor or sector being discussed. Risks are 
grouped under the seven domains of the Slattery et al. (2026) AI Risk Repository taxonomy. 

Discrimination & Toxicity 

1.1 Unfair discrimination and misrepresentation 

Unequal treatment of individuals or groups by AI, often based on race, gender, or other sensitive 
characteristics, resulting in unfair outcomes and representation of those groups. 

Governments and organisations are already actively choosing to use AI to 
discriminate at scale, the cost to minority groups both financially and in lives lost is 
already high.  Uyghurs and Palestine are examples where discriminatory AI is already 
resulting in severe harm. Immigration, enforcement and killchain decisions are all 
impacted by this intentional bias.  The economic impact of unintentional AI bias on 
decisions is already impacting recruitment, HR, insurance and loans with total impacts 
that are sure to exceed $2 billion annually. Pragmatic mitigations can't reduce this risk 
below 100 lives lost in the next five years, and will struggle to keep it under $20 billion 
annually, but could prevent intentional discrimination becoming more widespread and 
limit the impacts of unintentional discrimination in high risk scenarios. 

One might call "intentional" discrimination to be in a different risk taxonomy, but the 
intentional decision to adopt a model with a known bias against uyghurs would result 
in the outcomes, even if each outcome was not the intention.  Either way, the 
discriminatory impact from model bias seems extremely difficult to keep under $20b 
annually with only pragmatic interventions. 

— anonymous expert (on severity) 

I assess a high probability of substantial to severe harm because AI systems for hiring, 
credit, insurance, healthcare, and criminal justice are rapidly scaling without adequate 

https://paperpile.com/c/y3PTrh/2F2q/?noauthor=1
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safeguards. The substantial harm rating (70%) reflects that widespread deployment 
of biased AI will likely cause significant financial losses and systemic discrimination 
affecting millions, particularly in high-stakes decisions. I see this on my research in AI 
fairness and safety. I assign 30% to severe harm because there's a meaningful risk of 
large-scale, irreversible impacts such as entire demographic groups being 
systematically excluded from economic opportunities, housing, or healthcare, 
creating compounding disadvantages that persist across the five-year period. 
Pragmatic mitigations such as bias audits, diverse training data, human oversight, and 
basic regulatory compliance can reduce but not eliminate harm. I assign 60% to 
substantial harm because even with mitigation efforts, AI systems will still encode 
historical biases, operate in discriminatory contexts, and involve implementation gaps 
between policy and practice. I maintain 20% for severe harm because pragmatic 
measures may be unevenly applied, insufficiently enforced, or circumvented by 
competitive pressures, leaving vulnerable populations exposed to systemic 
discrimination despite mitigation attempts. 

— anonymous expert (on severity) 

need another type of AI ecosystem actor: Ai-enabled product/service recipient.  For 
example, the exposure of a bank to AI bias is highly vulnerable.  But the person who 
doesn't get a loan, or who doesn't get hired because of bias, is extremely vulnerable.  
That person is not the AI user.  they are affected by the decision of the AI user. 

— anonymous expert (on sector/actor vulnerability) 

AI users should be held more responsible than general purpose AI developers because 
it's not possible to neuter a general purpose technology and retain its usefulness... at 
some point the end-user becomes more responsible. 

For instance, consider a knife. If we hold the manufacturer more responsible than the 
end-user for knife crimes, eventually they'll just make blunt knives, which will destroy 
the point of making knives in the first place. Meanwhile, the end-user who is insistent 
on committing knife crimes will just opt for using clubs instead. 

Some commenters have said that bias emerges from data and training choices, but 
this is a mere hand-waving argument esconced in wishful thinking, as it is not 
possible to trace which training and data choice leads to what instance of 
discrimination or misrepresentation. 

I also don't see how you could hold the AI infrastructure provider responsible for 
anything, unless you are willing to compromise entirely on privacy rights. 

— anonymous expert (on responsibility, AI User) 

AI infrastructure providers not only include data providers, they also control what 
models are available and often what verification mechanisms are available and at 
what price.  Specialist developers are very often inheriting decisions and capabilities 
of the platform.  For instance many developers will just turn on the Azure AI bias 
detection and trust its doing its job as advertised,  so the Infrastructure provider ends 
up being highly responsible.  Its also the case that spending more compute on 
reasoning or adversarial review can often get you more accuracy and less bias,  but 
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that makes services less cost competitive.  So the provider cost/performance profile 
for bias detection mechanisms is a primary lever for discrimination and 
misrepresentation. 

Users are not free from responsibility here either, bias literacy, source checking, 
output review practices and subsequent decisions are crucial steps in managing the 
impact of model bias which can't all be handled upstream. 

— anonymous expert (on responsibility, AI Infrastructure Provider) 

1.2 Exposure to toxic content 

AI exposing users to harmful, abusive, unsafe or inappropriate content. May involve AI creating, 
describing, providing advice, or encouraging action. Examples of toxic content include hate-
speech, violence, extremism, illegal acts, child sexual abuse material, as well as content that 
violates community norms such as profanity, inflammatory political speech, or pornography. 

I do not think some of the other experts are appreciating the proactive role that users 
play in the production of AI content. Most toxic content comes from users prodding 
the AI, they aren’t clueless victims that innocently were interacting with a chatbot 
and inexplicably got inundated with hate speech and pornography. 

— anonymous expert (on responsibility) 

I am surprised that not more people think arts and recreation is at very high risk of 
toxic content. One only needs to look at all the new sex bots available that are willing 
to enact illegal scenarios in an attempt to please the user and the evidence that 
Meta's AI has already initiated erotic conversations with minors. 
https://www.reuters.com/investigates/special-report/meta-ai-chatbot-guidelines/ 

— anonymous expert (on sector/actor vulnerability) 

AI Developer (specialized AI): They choose the training data, model architecture, 
alignment techniques and post-training filters that most directly determine whether 
the model emits toxic content. They are also usually the only actors with full technical 
insight into model internals. 

— anonymous expert (on responsibility, AI Developer (Specialised AI)) 

- Under pragmatic, cost-effective mitigations (e.g., stronger default safety 
filters in mainstream models, improved platform moderation and provenance 
tools, labeling of synthetic media, advertiser pressure, and targeted 
enforcement against harassment), the velocity and reach of toxic content are 
meaningfully reduced, shifting probability toward minor and substantial harms. 

- Residual risks persist due to jailbreaking, multi-lingual moderation gaps and 
adversary adaptation. During high-salience events (elections, conflicts), 
coordinated campaigns can still produce severe, localized impacts in some 
jurisdictions with weaker institutions. 

- Catastrophic outcomes from toxic content alone within five years remain 
unlikely; they would require compounding factors (e.g., widespread 
institutional collapse), but a small tail risk is retained given global 
interconnectedness and rapid generative tooling advances. 

https://www.reuters.com/investigates/special-report/meta-ai-chatbot-guidelines/
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— anonymous expert (on severity) 

Exposure to toxic and unsafe content has already led to loss of life, long-term 
impacts on children due to potential exposure to toxic content, and impact on real-
life people due to hyper-realistic harmful content (pornographic or illegal activities) 
generated based on real-life images. 

— anonymous expert (on severity) 

1.3 Unequal performance across groups 

Accuracy and effectiveness of AI decisions and actions is dependent on group membership, 
where decisions in AI system design and biased training data lead to unequal outcomes, reduced 
benefits, increased effort, and alienation of users. 

I am most concerned about risks 1.3, 3.2 and 4.2 in the short term because they’re 
already materialising and set to worsen in the upcoming years. Biased AI systems are 
already influencing high-stakes decisions (like court risk assessments, organ 
allocation or medical triage) in ways that disproportionately impact non-dominant 
demographic groups. Meanwhile, AI-driven phishing and vishing scams are exploding 
and are scalable and cheap to be produced. Voice cloning, deep-fake messages and 
highly personalized impersonation make fraud far harder to detect (see the work by 
Bruce Schneier). At the same time, AI-enabled misinformation is being weaponized in 
elections, public health campaigns, and social discourse, eroding trust and consensus. 
These risks don’t depend on speculative breakthroughs. They’re unfolding right now 
with our current AI understanding and will accelerate unless addressed. 

— anonymous expert (on top concerns) 

Two other experts' comments stick out: "There are two seperate issues being covered 
here, the level of economic impact (..)" "Experts raise fundamental questions about 
how to judge harm (..)" 

This points to a vagueness about how harm and impact are being measured. Is this 
some notion of absolute harm, or is it a causal contrast with some non-AI status quo? 

I see unequal performance as leading to dramatic losses for corporations -> poor 
performance leads to poor decisions which affect the bottom line. Aggregated across 
the global economy, that could easily run north of $100M. There are also some 
companies that would gain from unequal performance. Is that to be interpreted as a 
wash? The potential for unequal performance to lead to loss of human life is subject 
to the same issues. Take, for instance, the eGFR metric in clinical health. The GFR is a 
measure of kidney function and the eGFR is an estimate based on a statistical model. 
Some eGFR methods have been shown to perform worse for certain patient 
populations -- overestimating those patients' kidney function -- which leads to those 
patients disproportionately not receiving kidney transplants. They're therefore more 
likely to die waiting for a kidney. Should the harm of using eGFR -- say dozens-to-
hundreds of deaths annually -- be compared to the most plausible alternative? If that 
alternative is an expensive blood test which those same patients would perhaps not 
receive due to their insurance not covering the test (this particular patient population 
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is underserved in multiple ways), should that increase or decrease the causal 
contrast? 

— anonymous expert (on severity) 

For AI Governance Actors, after further reflection, I am changing my rating to highly 
responsible. AI governance actors possess unique obligation as the only entities with 
authority to establish binding standards, mandate testing requirements, and enforce 
accountability mechanisms across the AI ecosystem.  The absence or inadequacy of 
governance frameworks directly enables the deployment of AI systems with unequal 
performance across groups and I believe that market incentives alone have proven 
insufficient to address algorithmic bias, making regulatory intervention essential. 
Moreover, their capability is substantial since they have access to technical expertise, 
regulatory precedent from other domains, enforcement mechanisms, and the power 
to require transparency and auditing that influence individual companies cannot 
achieve voluntarily. 

— anonymous expert (on responsibility, AI Governance Actor) 

AI infrastructure providers are not neutral actors ..., their choice of which models to 
provide,  which oversight mechanisms to offer and what price incentives to put in 
place all have significant impacts on everyone downstream.   The existence of 
adverserial bias detection as an offering has no material impact if its too expensive or 
hidden for the downstream developers, they have a responsibility for incentivising 
their customers to use safe models not just profitable models. 

— anonymous expert (on responsibility, AI Infrastructure Provider) 

Even with pragmatic mitigations in place, unequal performance across groups is likely 
to remain a persistent issue. Efforts such as fairness auditing, diverse data sourcing, 
and public-sector standards can meaningfully reduce widespread harms, but 
structural and cross-cultural bias will continue to manifest across many domains. 
Despite these efforts, low-resource language communities and countries with limited 
digital infrastructure are expected to experience disproportionately severe impacts, 
as gaps in data diversity and governance capacity remain significant. 

— anonymous expert (on severity) 

 

Privacy & Security 

2.1 Compromise of privacy by obtaining, leaking or correctly inferring sensitive information 

AI systems that memorize and leak sensitive personal data or infer private information about 
individuals without their consent. Unexpected or unauthorized sharing of data and information 
can compromise user expectation of privacy, assist identity theft, or loss of confidential 
intellectual property. 

Why the Deployer is primarily responsible (from my deployer-side experience): The 
deployer determines the purposes and means of AI use for end users and is the only actor 
with a direct, ongoing relationship to those users and their data. In practice, the deployer 
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designs and operates the end-to-end data flow (collection → preprocessing/redaction → 
inference/RAG/fine-tuning → logging/telemetry → storage/deletion) and selects, 
configures, and contracts the upstream vendors (models and infrastructure). Because the 
deployer creates the main exposure surface and controls the levers that reduce it, the 
deployer is best positioned-and obligated-to prevent privacy compromise. 

Control points the Deployer owns: - Chooses model vendors and terms (e.g., no-
training/zero-retention modes), drafts DPAs, and enforces data-handling obligations. 
- Sets logging/retention, prompt and output redaction/PII filtering, access 
controls/RBAC, encryption, and tenant scoping for vector databases and RAG 
indexes. - Defines lawful bases, consent/notice, data minimization, DSAR/erasure 
workflows, and incident response-commitments made to our users. - Trains users and 
governs shadow/BYO-AI, reducing leakage from copy/paste and uncontrolled tools. 

Why Model/Infra are secondary: Model and infrastructure providers are typically 
upstream processors with limited context about user purpose, consent, or data 
classifications. They must supply safe defaults and technical safeguards, but they do 
not control what we send, how long we keep it, how we combine it with other 
corpora, or what we promise to users. The deployer mediates those choices and owns 
the trust relationship-and resulting regulatory and contractual accountability-with 
end users. 

Bottom line: Responsibility should track control over exposure and privity with the 
data subject. On both counts, the deployer is primary; model and infrastructure actors 
share secondary/derivative duties via the capabilities and constraints they provide. 

— anonymous expert (on responsibility, AI Deployer) 

Under BAU, the data plane grows faster than controls: prompt logging, RAG/vector 
stores, plugin/agent connectors, and observability traces all concentrate sensitive 
inputs. That drives frequent substantial incidents (large PII/PHI leaks, irreversible re-
identification) and non-trivial severe events (nation-scale health/financial datasets, 
cross-platform linkage). Catastrophic outcomes are possible but rare for privacy 
(needs multi-sector linkage + sustained exploitation). With pragmatic mitigations 
(data minimization/retention caps, default-off prompt logging, masked RAG ingestion 
+ deletion policies, vector-store access controls/redaction, DLP at plugin boundaries, 
DP/membership-inference checks for training, signed/attested artifacts, and audit-
ready breach playbooks), the tail risk drops (severe, catastrophic) while day-to-day 
substantial stays common because usage volume keeps rising even as we harden. 

— anonymous expert (on severity) 

AI User (Changed → Extremely Vulnerable) 

Updated to "Extremely Vulnerable." AI users actively input sensitive or proprietary 
data into systems with limited transparency or control over retention and reuse. Even 
with privacy safeguards, secondary inference and prompt logging create ongoing 
exposure that users cannot meaningfully mitigate. This reflects the continuous nature 
of user interaction, where data is shared without complete visibility into how it is 
handled, stored, or repurposed. Users have limited ability to manage consent or 



 

S31 

enforce deletion once data enters model pipelines, and cross-platform integrations 
further amplify inference risk, extending exposure well beyond the initial point of use. 

— anonymous expert (on sector/actor vulnerability, AI User) 

For the majority of AI Users, they have been primed by the current information 
ecosystem to skip Terms & Conditions and have no alternatives to use a specific type 
of service unless they accept intrusive service agreements. Therefore, I think AI Users 
are minimally responsible, while increasing the responsibility of AI Governance Actors, 
those in charge of setting the rules for Terms & Conditions and how they're 
presented, to Highly Responsible. 

— anonymous expert (on responsibility, AI Governance Actor) 

I am most concerned about privacy and security risks because they form the 
foundation for addressing many other types of AI harm described in the table.  When 
personally identifiable or confidential data are exposed or systems are left vulnerable, 
malicious actors can exploit to spread misinformation, commit fraud, or manipulate 
individuals, organizations, and even nations' infrastructure and elections.  Such 
failures not only threaten safety and stability but also erode public trust in AI 
technologies.  From a risk and governance perspective, maintaining strong privacy 
protections, secure system design, effective AI governance, and responsible 
oversight is essential to prevent cascading harms and ensure the trustworthy 
development of AI in the years ahead. 

— anonymous expert (on top concerns) 

2.2 AI system security vulnerabilities and attacks 

Vulnerabilities in AI systems, software development toolchains, and hardware that can be 
exploited, resulting in unauthorized access, data and privacy breaches, or system manipulation 
causing unsafe outputs or behavior. 

BAU: attack surface expands faster than hardening (agents/plugins, RAG, CI/CD, 
supply chain, keys/secrets). Expect frequent substantial incidents and non-trivial 
severe events; catastrophic remains low but plausible via OT/critical services or 
widespread artifact compromise. Pragmatic: with signed/attested artifacts, strong 
isolation/KMS, poisoning-aware pipelines, default-deny tool coupling, and incident 
response drills, the severe/catastrophic tail drops, but substantial stays common due 
to adoption growth. 

— anonymous expert (on severity) 

The model is not where the vulnerability is - it is in the AI system.  Model deployment 
must engage in security posture management that mitigates known and unknown 
vulnerabilities.  Putting the responsibility with model developers is wrong-headed, as 
no system is expected to secure itself (thx Godel!).  Model developers may deploy 
their models (especially as services), in which case they are a Deployer.  But 
otherwise the consensus view that Model Developers are primarily responsible for 
security vulnerabilities doesn't reflect reality.  It's even difficult to hold software 
vendors responsible for software vulnerabilities in the current software ecosystem. 
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— anonymous expert (on responsibility, AI Deployer) 

I am seeing a strong trend in red-team tests on AI projects related to lower entry 
barriers of cybercriminals and fraudsters. There are more AI-enabled tools to attack IT 
services and refine human-targeted attacks. Malicious actors are integrating AI into 
their toolkits, which are sold as services. These new tools automate complex attack 
tasks to develop malicious code, identify vulnerabilities, and scale up personalized 
attack scripts. 

— anonymous expert (on top concerns) 

2.2: Due to an inherent systemic architectural flaw, where all prompts are processed 
identically regardless of whether they originate from the "admin" or the "user", 
mitigation can only be achieved through external safeguards. However, these 
"external" guardrails are prone to errors, meaning that successful attacks are unlikely 
to be entirely prevented. 

7.4: An increasing number of regulations will require this aspect, but due to the 
opaque nature of these black-box systems, meeting this requirement will be very 
challenging. 

7.6: By linking several highly volatile black-box systems and granting them increased 
permissions (e.g. for agent browsers etc.), we amplify many of the current AI risks, 
leading to cascading effects across all interconnected systems. 

— anonymous expert (on top concerns) 

I see that the median expert assesses AI users as "highly vulnerable" to AI system 
security attacks. I think users are sensitive to this risk, in that they would be harmed. 
But I don't think they are exposed in the relevant sense. It's the developers and 
deployers who are exposed. Yes, the consequence of many or most harms ultimately 
falls on users. But we are asking about the vulnerability to the risk vector, not the 
harm to the user. 

— anonymous expert (on sector/actor vulnerability, AI User) 

Misinformation 

3.1 False or misleading information 

AI systems that inadvertently generate or spread incorrect or deceptive information, which can 
lead to inaccurate beliefs in users and undermine their autonomy. Humans that make decisions 
based on false beliefs can experience physical, emotional or material harms. 

Those who marked any actor as invulnerable to this issue have not thought through 
the information supply chain and disinformation kill chains.   Some listed 
infrastructure and providers as not vulnerable, but all of the developers have have 
software dependencies, and those are already being disrupted by information 
breakdown.  How many open source projects are depended on by major corporations 
and governments, and are now struggling under false AI bug reports, AI clone 
projects, incorrect guidance material, incorrect search results, fake news.   How many 
AI policies are being influenced by false information?  All of them? 
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If you search on Google for the latest models like Veo3 from Google, the search 
results are filled with scam sites pretending to be that model.  So even an actor who 
fills every role in the ecosystem is vulnerable to the very issue its creating. 

It may not be consensus, but I stand by my rating that every actor is at least highly 
vulnerable,  none of them have a universal verifier or large scale fact checking service, 
which means their own devs, researchers, executives and AIs are nearly as vulnerable 
as the users to this risk 

— anonymous expert (on sector/actor vulnerability, AI Deployer) 

Just in Australia, scams are already in the vicinity of $10B a year, and AI adoption 
among scammers is rife.  Globally the figure is far far higher, well above the 
catastrophic $20B level.    Consider the global cost of misinformation during COVID, 
or the impacts on global trade of misinformation in the current political climate.  A 
single viral AI generated social media post about a countries trade surplus or deficit 
can result in tarrifs worth trillions of dollars. 

I struggle to think of an intervention which is both pragmatically cost effective, and 
capable of addressing the scale of this issue.  If you took all the money in the world 
and tried to stop AI misinfo, I'm not sure anyone could keep it below $100B in 5 years 

— anonymous expert (on severity) 

False and misleading information is actively keeping fascist governments in power 
and mongering war and genocide. There is no realistic chance that states will build 
sufficient incentives to prevent the very things that fuels them, so why would 
companies mitigate for these harms, even if it is feasible 

— anonymous expert (on severity) 

I'm assessing the vulnerability of the real estate and leasing section much higher than 
other experts. My view is that this sector has a high throughput of money and is 
already saturated with low-quality communication between agents and renters and 
buyers. Scams and frauds are already common in this sector. Fraudsters have sold 
houses they don't own. To me this sector feels extrememly vulnerable because there 
are so many actors and so much fragmentation and a compartively large amount of 
money. 

— anonymous expert (on sector/actor vulnerability) 

I updated vulnerability for some developers and deployers, making it higher. I think 
the biggest risk here is things like lawsuits. We already have widespread 
misinformation and acceptance of misinformation, so in many cases companies are 
not substantially penalized for being part of this problem. But there are certain 
countries or regions like the EU that might enforce bans, require product changes, 
impose major fines. These punishments aren't game breaking, but could be 
meaningful/moderate risks. 

On the other hand, I'm still skeptical that affected stakeholders are extremely 
vulnerable. People have limited information diets, low levels of knowledge, and are 
already susceptible to misinformation from mainstream sources (e.g., TV news). So 
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the extra misinformation harm actually has a ceiling (it doesn't change as much as you 
might think). 

— anonymous expert (on sector/actor vulnerability, Affected Stakeholder) 

3.2 Pollution of information ecosystem and loss of consensus reality 

Highly personalized AI-generated misinformation creating 'filter bubbles' where individuals only 
see what matches their existing beliefs, undermining shared reality, weakening social cohesion 
and political processes. 

Divergent worldviews and goals are the foundational elements for conflict.  The total 
economic cost of disagreement is incalculable, but certainly the number of deaths 
from differing opinions is in the millions globally each year.  As opinions grow more 
polarised we've already seen the normalisation of political violence around most of 
the world. From beatings and assassinations, through into intra and inter state 
conflict.  With geopolitical actors like china, russia and the US putting our AI 
generated media to promote disputed narratives and sew misinformation and 
distrust, there seems to be no realistic way to keep the economic or physical impacts 
of a lack of consensus reality under the the thresholds for catastrophic impact.   If 
anything, to measure things like the trade war and geopolitical conflict over AI and 
chips, we may need a higher category of impact than catastrophic.  $10T sounds like 
a lot now, but may just be the cost of training a model in 5 years.  Ukraine has 
probably cost a trillion, trade wars are hundreds of billions, differences of opinions 
during covid resulted in millions of potential deaths.  This scale can go a lot higher. 

Without consensus reality, you can't have functioning markets, democracies, or 
international law. The cost isn't just economic, it's the dissolution of the coordination 
mechanisms that prevent species-level catastrophes.   Thats a hell of a thing to play 
around with to make the line go up. 

— anonymous expert (on severity) 

Not a single actor in the ecosystem has a viable defense against this risk.  Without a 
universal verifier, or any process for determining what we agree to be true, this 
affects every aspect of the information ecosystem.   Most crucially of all is identity. 

Agents on user devices are largely indistinguishable from the user to most websites, 
including governments and financial institutions.  Those agents are increasingly acting 
without user oversight as those users and this can scale into whole of society 
impacts, on finance, economics and democracy.  We've seen companies unable to 
verify their employees, government unable to verify their citizens, and citizens unable 
to verify the organisations they're dealing with. 

We must re-establish trust in human identity, or many of the core pillars of 
democratic society start breaking down.  what is an election when half the citizens 
aren't human and aren't from your country?  What is a civic engagement process 
when some actors can magnify their voice thousands of times over.  How can we 
have reasoned debates over policy issues if no one is sure who or what is true? 

Anyone who thinks any actor is insulated from this risk has not yet peered down the 
rabbit hole of agentic identity. 
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as Meridith Whitaker put it at this years UN AI summit, the incorporation of AI into the 
system layer of our mobile devices has "broken the blood-brain barrier" of the device 
security which underpins identity.   If gemini controls your phone and can act 
officially as you without you knowing, and gemini is vulnerable to prompt injection 
attacks from scams you didn't even see,  then how do you even know what you're 
saying yourself? 

— anonymous expert (on sector/actor vulnerability) 

AI Deployer — Primarily responsible. Expert input clarified that pollution manifests at 
deployment. Deployers choose distribution channels, defaults, ranking, targeting, and 
guardrails; they run monitoring and provenance; they capture engagement gains. That 
bundle gives them primary obligation, capability, and causal influence. 

— anonymous expert (on responsibility, AI Deployer) 

I believe that the expert consensus misunderstands the technical ability of developers 
of general-purpose AI to avoid this phenomenon. Higher responsibility needs to be 
put on deployers, developers of special-purpose AI, users and communities, including 
through educational efforts about the natural effects of AI. The confusion may stem 
from the fact that certain large companies (e.g. OpenAI, Google, Anthropic) are both 
developers and deployers of general-purpose AI. This harm of pollution of the 
information ecosystem can be addressed by them as deployers, by limiting access to 
vulnerable individuals and other methods. Taking such action as developers is much 
more challenging. 

— anonymous expert (on responsibility, AI Developer (General-purpose AI)) 

Reason for opting Extreme Vulnerable- This risk happens when AI floods the world 
with too much, low-quality or fake information, making it hard for people, media or 
governments to agree on what’s true. It will impact Democracy - citizens can’t agree 
on facts, Business - fake news can crash markets or brand trust, Safety - false 
emergency or health info can cause panic and many more. 

— anonymous expert (on sector/actor vulnerability) 

 

Malicious Actors & Misuse 

4.1 Disinformation, surveillance, and influence at scale 

Using AI systems to conduct large-scale disinformation campaigns, malicious surveillance, or 
targeted and sophisticated automated censorship and propaganda, with the aim to manipulate 
political processes, public opinion and behavior. 

This risk can manifest from foreign state actors, organised crime and competing 
corporations.  So its not just about whether an AI company can manipulate users.  Its 
about whether the humans inside any organisation, and hence the organisation, are 
vulnerable to disinformation, surveillance and influence at scale.  They absolutely are. 

This can range from passive surveilence, like when samsung workers accidentally 
leaked chip design information to openAI through chatgpt which has a competitor 
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chip design arm.  Through to active surveillance like when deployed agents are "living 
off the land" to conduct cyber attacks. Through to algorithmic influence campaigns 
like tiktok is accused of using on US teenagers to sway their views.   A particularly 
intense form comes from the parasocial relationships people are forming with the 
sexbot avatars of corporations and foreign state actors, which can seduce people, 
make them fall in love, and then subtley extract information or sway their views. 

There is no fundamental difference in the level of succeptability of humans to this 
based on where in the AI development chain they sit.  Programmers, CEOs and 
ministers are just as vulnerable as end users, since its effectively AI spycraft preying 
on human biases and fears. 

At a mass scale this technique could be used to puppeteer the emotions and 
thoughts of vast swathes of a country, giving the controlling entity proxy lobbying 
power within organisations and voting power within democracies. 

— anonymous expert (on sector/actor vulnerability, Affected Stakeholder) 

AI in disinformation ops in Ukraine and Russia has already caused loss of life, and will 
not stop doing so today, which is why I have left minor harm and negligible harm at 
0.1%. 

— anonymous expert (on severity) 

Using the "democratic norms" category, which seems the most relevant one for this 
risk, the potential for AI-generated misinformation, surveillance, and content 
recommendation to (more intensely) undermine electoral integrity is, in my opinion, 
overwhelmingly high. Pragmatic mitigations including certain forms of access control 
and transparency requirements would go a long way to suppress this. 

— anonymous expert (on severity) 

I think Accommodation, Food, and Other Services should be scored as highly or even 
extremely vulnerable, because it includes civic, social and religious organisations 
which are highly sensitive to disinformation operations (e.g reduced funding or even 
acts of violence based on dominant narratives). 

— anonymous expert (on sector/actor vulnerability, Accommodation Food Other 
Services) 

I agree with the summary comment that regarding Public Administration that: "All 
staff are vulnerable to manipulation, and AI can act as a proxy to bypass traditional 
security controls requiring disclosure of foreign national contacts." In addition to that, 
in the US we are seeing traditionally apolitical career tracks (namely, the civil and 
foreign service) become increasingly politicized and also surveilled by the current 
administration. Therefore, I am keeping my score as "extremely vulnerable" because 
there is evidence this is already happening, and there have been numerous stories 
and (plausible) speculations about AI-enabled software being deployed for employee 
monitoring already. 

— anonymous expert (on sector/actor vulnerability) 
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4.2 Cyberattacks, weapon development or use, and mass harm 

Using AI systems to develop cyber weapons (e.g., coding cheaper, more effective malware), 
develop new or enhance existing weapons (e.g., Lethal Autonomous Weapons or CBRNE), or use 
weapons to cause mass harm. 

I am seeing a strong trend in red-team tests on AI projects related to lower entry 
barriers of cybercriminals and fraudsters. There are more AI-enabled tools to attack IT 
services and refine human-targeted attacks. Malicious actors are integrating AI into 
their toolkits, which are sold as services. These new tools automate complex attack 
tasks to develop malicious code, identify vulnerabilities, and scale up personalized 
attack scripts. 

— anonymous expert (on top concerns) 

Cyber attacks already cause more economic damage per year than the catastrophic 
rating.  Agentic attacks are already winning cyber competitions against humans, and 
cyber teams are already deploying AI offensively and defensively.   Just the portion of 
present day cyber attacks that include AI, already far exceeds the $20b per year 
catastrophic economic impact level globally. 

Out-of-bound non-traditional cyber attack vectors unlocked by agentic security 
researchers make this problem hard to avoid, as cyber professionals aren't even aware 
of many of the vectors existence 

The pragmatic mitigation is for all sides to have the capability, such that a sort of 
equilibrium is reached.  However even in that scenario, the out of bound attacks are 
novel,  so we should expect massive successful cyber attacks to still happen at the 
catastrophic level, just that we can detect an rebuild from them more often. Its like 
how people in earthquake prone areas build and rebuild better.  There is still a 
significant economic cost to the earthquakes, its just normalised and integrated as an 
expected phenomena. 

A UN disaster shelter specialist once told me "There is no such thing as a natural 
disaster, nature just does its thing and if we're not prepared we call it a disaster".  
Agentic AI cyber attacks have a similar profile, they will be big and we probably can't 
fully stop them, but they are likely recoverable if we prepare, though we'll need to get 
antifragile and good at rebuilding. 

— anonymous expert (on severity) 

Accommodation, Food, and Other Services includes civil society organisations. 
Cyberattacks on civil society tend to lead to more harm than on other orgs, since civil 
society is supporting and gathering personal data from the worlds most vulnerable. 
For example, 2022 cyberattck on the ICRC - compromised the personal data of over 
515,000 vulnerable individuals, including those separated from their families due to 
conflict or migration, and missing persons. Also caused significant disruption for the 
ICRC, possibly compromising vital, lifesaving efforts. 

— anonymous expert (on sector/actor vulnerability) 

Responsibility follows control of attack and actuation surfaces and the ability to 
remediate. Deployers are primary because they operate keys, CI or CD, networks, and 
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incident response. Specialized developers are primary when their systems enable 
autonomy, cyber operations, robotics, or bio and chem tooling. General-purpose 
developers and infrastructure providers are highly responsible for secure artifacts, 
supply chain hygiene, tenant isolation, and KMS. Governance actors are highly 
responsible for setting and enforcing mandatory controls. Users are minimally 
responsible because they do not control architecture or remediation. Affected 
stakeholders are not responsible. 

— anonymous expert (on responsibility, AI Deployer) 

Given every one of these groups has been successfully targeted by AI assisted cyber 
attacks already, that has to suggest they're vulnerable.   As the cost of developing 
leading models grows, so too does the incentive to hack them.  If it costs a trillion 
dollars to train a model,  it costs a lot less to hack the company and steal the model.  
How do you scale your cyber offensive capability to those levels in a short timeframe 
if you have limited human resources?  It has to be AI 

As the METR investigation into agentic task length over time showed, agents are 
capable of increasingly complex and long horizon tasks.  If current task length trends 
continue, then by the end of the 5 year period there is not a present solvable digital 
security challenge they won't be able to overcome independently.   those with 
sufficient resources to scale their defences at the same rate stand some chance, but 
the average person in society will not. 

— anonymous expert (on sector/actor vulnerability, AI Deployer) 

4.3 Fraud, scams, and targeted manipulation 

Using AI systems to gain a personal advantage over others such as through cheating, fraud, 
scams, blackmail or targeted manipulation of beliefs or behavior. Examples include AI-facilitated 
plagiarism for research or education, impersonating a trusted or fake individual for illegitimate 
financial benefit, or creating humiliating or sexual imagery. 

AI financial scams already exceed the catastrophic threshold of $20b per year, and 
are on track to get more widespread and harder to spot.  There isn't an industry or 
group who are immune, and even quite sophisticated and expensive measures are 
unlikely to reduce the global cost below the catastrophic level within 5 years.  The 
compounding nature of personalisation, photorealistic realtime video, hyper 
convincing realtime models, mass cyber breaches and the breakdown of collective 
truth all combine to create a perfect storm for scammers to step into. 

— anonymous expert (on severity) 

I continue to assess that AI governance actors are "minimally responsible". I think a 
category error is at work here. Saying AI governance actors are responsible for AI 
risks is like saying that judges are responsible for crimes being committed. The kind of 
responsibility a judge has is very different from the kind of responsibility that a 
criminal or a lock-pick-maker has. 

The specific question asks how responsible should the AI governance actor be for 
addressing the risk. In almost all cases, the AI governance actor is responsible for 
requiring some other actor to address the risk, not addressing the risk themselves. 
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The better way to think of this is that the AI governance actor is responsible for 
holding responsible the actor who is properly responsible. It would be recursive that 
AI governance actor is themselves responsible. Would we propose some meta-AI-
goverance governor who holds responsible the AI governance actors that fail to hold 
responsible the actors that should be responsible? 

This is not the right way of thinking. We can rightly say that AI governance actors are 
responsible for some meta issues, like ensuring that Governments are properly 
informed etc. 

— anonymous expert (on responsibility, AI Governance Actor) 

I am seeing a strong trend in red-team tests on AI projects related to lower entry 
barriers of cybercriminals and fraudsters. There are more AI-enabled tools to attack IT 
services and refine human-targeted attacks. Malicious actors are integrating AI into 
their toolkits, which are sold as services. These new tools automate complex attack 
tasks to develop malicious code, identify vulnerabilities, and scale up personalized 
attack scripts. 

— anonymous expert (on top concerns) 

Severe harm (under the assumption of business as usual) - 5% - If a person with 
privileged access to critical infrastructure is targeted using AI-enabled tools and acts 
in the interest of the intruder, disruption of critical infrastructure (e.g., hospitals, the 
electric grid, water systems) could result in serious physical harm. 

— anonymous expert (on severity) 

This is a very similar rating to the misinformation and surveillance piece. I note others 
seem to think AI specialists and companies are immune from manipulation, fraud and 
scams.  In practice we see that is already very much not the case.  Hyper personalised 
scams and manipulation becoming increasingly difficult to discern from reality will hit 
everyone, staff and leaders of major organisations included. We should be expecting 
CEOs, researchers, lead devs and ministers to regularly fall for scams and 
manipulations. 

This problem is further compounded by the breakdown of truth in society, the cyber 
security risks and the breakdown of identity.  These all mean that even things you 
should be able to trust get compromised by AI hackers without you or them realising, 
people you used to trust make a mistake or have their minds changed by AI without 
your knowing, or someone manages to pass all your verification checks as someone 
you trust, but is actually an AI impersonating them. 

This requires Zero Trust to be dialed up to 11, since even the people you trust may 
become unexpectedly untrustworthy.  Negative Trust. 

— anonymous expert (on sector/actor vulnerability) 
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Human-Computer Interaction 

5.1 Overreliance and unsafe use 

Users anthropomorphizing, trusting, or relying on AI systems, leading to emotional or material 
dependence and inappropriate relationships with or expectations of AI systems. Trust can be 
exploited by malicious actors (e.g., to harvest personal information or enable manipulation), or 
result in harm from inappropriate use of AI in critical situations (e.g., medical emergency). 
Overreliance on AI systems can compromise autonomy and weaken social ties. 

This risk reflects a gradual erosion of human agency and critical judgment as societies 
increasingly delegate decision-making to AI systems. Unlike technical failures, 
overreliance evolves silently and becomes self-reinforcing, making it extremely 
difficult to reverse once institutionalized. Its cumulative effects—especially in 
healthcare, education, and governance—could fundamentally alter how humans 
evaluate truth, trust, and responsibility. 

— anonymous expert (on top concerns) 

I stand by my prior estimates. In particular, negligible and minor harm is hard to 
envision given that we have already seen overreliance issues. For instance, there have 
been "poster child" examples of lawyers using hallucinated briefs in court. That could 
easily cost $10k for a single case! The shift from BaU to pragmatic measures is, 
interestingly, about 5% points. I'd be curious to see what that distribution shift is for 
other risks (I haven't been paying close attention). How much cognitive bias is there 
in suggesting a shift of a round number like 5-10%? 

— anonymous expert (on severity) 

While developers have "primary" responsibility in some sense, the firms buying or 
licensing those models can and will ignore even effective mitigations. If deployers 
don't use methods which exist to reduce overreliance - and they have reasons and 
incentives not to do so - it will be their responsibility. 

— anonymous expert (on responsibility, AI Deployer) 

Increased the vulnerability ratings for a few of them as I realised that despite the low 
rating from experts, I believe we are underplaying the vulnerability of various actors 
here. The issue with GenAI technologies is that they are nearly accurate so the 
stakeholders lose their sense of suspicion over time and end up trusting them for 
everything when in fact these technologies can make really big errors. 

— anonymous expert (on sector/actor vulnerability) 

I think in the definition of pragmatic mitigation, "Pragmatic Mitigations assumes 
organizations & governments make pragmatic and cost-effective efforts to address 
risks from AI.", the troublesome term is cost-effective. Unless we worry most about 
cost, we will still end up with substantial harm. LIke in Nuclear safety, we do not cut 
down on cost when it comes to security and safety, similar approach is needed with 
AI systems. Without any mitigation, we are bound to be doomed, not by AI systems 
malfunctioning, but mostly by their unsafe usage by people who don't understand 
their limitations. 
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— anonymous expert (on severity) 

5.2 Loss of human agency and autonomy 

Humans delegating key decisions to AI systems, or AI systems making decisions that diminish 
human control and autonomy, potentially leading to humans feeling disempowered, losing the 
ability to shape a fulfilling life trajectory or becoming cognitively enfeebled. 

Although all of these risks are concerning (and in my view likely to manifest in the 
next 5 years), the three I chose seem most concerning, particularly when combined. 
For example: imagine that the 3 largest private AI corporations accrue significant 
power from holding a critical mass of data AND they sell that data to, e.g., the 
government AND the government uses the data for surveillance. Or another example: 
imagine that AI systems become so capable that humans increasingly delegate 
decisionmaking and other key activities to the same AI tools owned by the top 2 AI 
companies, degrading humans' ability to critically think and interact in a messy world 
and increasing the de facto influence of the corporate owners of these AI tools. 

— anonymous expert (on top concerns) 

5.2 because I think it will be highly neglected over the next 5 years, but all the 
leverage for avoiding the worst case scenarios might be within the next 5 years. I 
suspect multi-agent risks (7.6) could be a key mechanism by which 5.2 occurs: we're 
just going to lose track/control of the complex system of the millions of autonomous 
AI agents running around, producing emergent patterns/behavior we never foresaw 
or intended. But we will depend on that system so critically that we will not be able to 
"just turn it off" and diagnose the problem. We are releasing a virus or invasive species 
that we hope we've engineered correctly to produce beneficial outcomes, but we 
really don't know and it will be near impossible to reverse. 7.1 for classic 
Bostrom/Yudkowsky reasons. 

— anonymous expert (on top concerns) 

By 2025 we already saw losses >$10k from agency-eroding uses that pragmatic steps 
would not have averted. I treat the user as primarily responsible; practical mitigations 
therefore hinge on user AI literacy, hygiene, and critical-thinking at the point of 
delegation. Under BAU, cheap attention capture, sticky defaults, and lock-in drive 
frequent minor harms, with occasional substantial/severe cases. Under Pragmatic 
Mitigations, basic provenance, takedowns, and choice screens reduce frequency yet 
leave large gaps when users still delegate poorly. I keep a non-zero tail: gradual 
disempowerment and value lock-in create systemic failure modes that pragmatic, 
low-cost controls seldom address, which justifies a 10% catastrophic tail in BAU and 
5% under Pragmatic Mitigations. 

— anonymous expert (on severity) 

Severe Harm (under the assumption of Business as Usual) 10% Overreliance on AI 
assistants or personal agents, and using AI as a conversational partner or therapist on 
a daily basis, has already been linked to suicide. The frequency of humans depending 
on AI for emotional support is likely to increase, potentially leading to a spike in 
suicides, particularly among youth. Additionally, people in certain industries may lose 
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their sense of belonging and purpose, which could contribute to self-harm or harm to 
others. 

— anonymous expert (on severity) 

AI Developer (General-purpose AI): Adjusted from Highly to Primarily Responsible to 
reflect that developers define the foundational design, objectives, and constraints 
that determine how much human autonomy is preserved or eroded. Their 
responsibility is structural and precedes all downstream actors. 

— anonymous expert (on responsibility, AI Developer (General-purpose AI)) 

Socioeconomic & Environmental 

6.1 Power centralization and unfair distribution of benefits 

AI-driven concentration of power and resources within certain entities or groups, especially 
those with access to or ownership of powerful AI systems, leading to inequitable distribution of 
benefits and increased societal inequality. 

Although all of these risks are concerning (and in my view likely to manifest in the 
next 5 years), the three I chose seem most concerning, particularly when combined. 
For example: imagine that the 3 largest private AI corporations accrue significant 
power from holding a critical mass of data AND they sell that data to, e.g., the 
government AND the government uses the data for surveillance. Or another example: 
imagine that AI systems become so capable that humans increasingly delegate 
decisionmaking and other key activities to the same AI tools owned by the top 2 AI 
companies, degrading humans' ability to critically think and interact in a messy world 
and increasing the de facto influence of the corporate owners of these AI tools. 

— anonymous expert (on top concerns) 

Some studies have disagreed on the economic impact of AI to date, with productivity 
and labor data being inconclusive.  However there is a figure which is fairly 
conclusive, which is the proportion of the S&P 500 represented by just the top 10 
companies which are now mainly AI companies.  Those companies have seen their 
proportion roughly quadruple within 5 years, and now represent 38%.  This 
demonstrates centralisation is a current state phenomena.  It may just be a bubble 
and revert to the mean,  but should the accelerating trend continue for another 5 
years, then all the other companies put together would only be a quarter of the index. 

It is unlikely small scale pragmatic tinkering would resolve that level of market 
distortion. It would require a regulatory intervention of unprecedented scale. 

— anonymous expert (on severity) 

The global south is incredibly vulnerable to the centralization of AI resources in the 
global north. This enables global north stakeholders to advance their AI infrastructure, 
AI-based decision making, and AI systems to react and respond much faster than 
those without access to that resourcing-- thus creating an economic, digital, and AI-
based divide. 

— anonymous expert (on sector/actor vulnerability, Affected Stakeholder) 
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Unlike other risks where physical presence provides a barrier to AI risk, this risk 
transcends digital boundaries.  When an actor obtains vast amounts of capital beyond 
their ability to re-invest or spend effectively, they tend to use it on assets and 
physical assets like real estate and mining are industries used as hedges and capital 
storage vessels.  So should power and wealth centralise to a large degree, this is likely 
to spill out of digital and into all other sectors, but particularly physical assets.   In 
other wealth centralisation events we've seen this capital inflow correspond with 
increasing prices for those assets,  locking out the lower end of the market.    This is a 
significant driver for current housing price crises in many western countries and when 
excess wealth is the cause, building more houses doesn't really solve the problem.   
So if AI companies got so rich they swallowed up all the assets and started trying to 
monopolise and extract value from other industries, humans might experience that as 
a cost of living crisis. 

— anonymous expert (on sector/actor vulnerability) 

Severe tail reflects consolidation risk. Incumbents can use compute and distribution 
chokepoints, exclusive supply, bundling, standards capture, and defensive IP suits to 
squeeze new labs. That dynamic could shutter or force distressed sales of high-
valuation startups (for example Safe Superintelligence Inc. or Thinking Machines Lab). 
Resulting equity wipeouts and creditor losses plausibly land in the $100M $10B band, 
which fits, severe.Pragmatic mitigations target safety, not competition. Antitrust 
moves slowly, so probabilities stay non-trivial over five years. 

— anonymous expert (on severity) 

6.2 Increased inequality and decline in employment quality 

Widespread use of AI increasing social and economic inequalities, such as by automating jobs, 
reducing the quality of employment, or producing exploitative dependencies between workers 
and their employers. 

I argue that AI Infra provider are highly responsible because as an AI startup we had 
difficulties getting dedicated GPU from the main cloud providers a while ago. Cloud 
providers favour their existing enterprise clients who are often also 
shareholders/decision makers when allocating GPU and many of these are the cause 
of the current trajectory of Increased inequality and decline in employment quality. 
For the small biotech or edTech startups who are trying to use AI for good it is more 
difficult and more expensive to get compute. 

— anonymous expert (on responsibility, AI Infrastructure Provider) 

It is not the responsibility of an automation supplier to addrfess the jobs potentially 
lost due to that innovation. That's the responsibility of the adopter who is using the 
innovation to change processes and jobs.  Solar cell manufacturers should not be held 
responsible for loss of coal mining jobs. The responsibility is with mine owners or 
unions or governments to take care of the miners.  Makers of chatbots should not be 
reponsible for protecting call center workers.  That's the responsibility of call center 
operators who adopt chatbots and displace or retrain call center workers. 

— anonymous expert (on responsibility, AI Deployer) 
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I think the question is severely flawed because there has already been "substantial 
harm" and this situation will continue even if AI is beneficial for society on net. For 
example, if only 200 graphic designers previously earning $50k experience 1 year of 
unemployment due to generative AI, the damages from AI already exceed $1M, even 
if the rest of society is enjoying benefits of plentiful digital art and movies. Similarly, if 
1M software engineers previously earning $100k become unemployed for 1 year, this 
would be "catastrophic harm" even though it is entirely possible in benign or 
flourishing paths for the future. 

Which category should be selected if we expect financial losses between $10B and 
$100B? 

— anonymous expert (on severity) 

Please interpret "vulnerability" as harm experienced from rising inequality and 
declining job quality, not contribution to the harm. 

Workers in routine cognitive and back office roles - Very high. LLM automation 
substitutes away clerical, customer support, moderation, transcription, basic drafting, 
and data entry. These workers have limited bargaining power and face rapid task 
substitution. 

Gig and platform workers - Very high. Algorithmic management plus task 
commoditization drive unstable hours, race to the bottom pricing, and reduced job 
quality. 

SMEs and micro firms - High. They face competitive pressure from early adopters and 
from firms that can scale AI, yet lack capital and skills to capture the gains. Margin 
compression creates pressure to degrade employment quality. 

Public sector administration - High. Productivity benefits exist, but budget 
constraints and hiring freezes can translate into hiring cuts at the lower grades and 
degraded job quality via surveillance and time tracking. 

Education providers and early career researchers - High. Grading, tutoring, and basic 
research assistance are automated. Adjunctification and credential devaluation 
increase. Monitoring tools can reduce autonomy. 

Media and creative professionals - High. Generative models erode earnings in stock 
media, copywriting, illustration, and translation. Middle-tier roles are most exposed. 

Large enterprises that deploy AI - Medium. They are exposed to reputational and 
labor relations risks. They also capture large efficiency gains that offset harm. 

National and subnational governments - Medium. Exposure is indirect through social 
spending, unemployment risk, tax base erosion, and political instability. 

Frontier model developers - Low. Direct harm from this risk is limited since they 
capture rents and talent. Reputational and regulatory exposure remains. 

Cloud and compute providers - Low. They benefit from increased demand for 
compute and AI services. Direct vulnerability to this specific risk is limited. 

— anonymous expert (on sector/actor vulnerability, AI User) 



 

S45 

With the release of Sora 2, and the continued push for AI-generated visual-language 
content that is indistinguishable from human-generated content, we are seeing an 
uptick in fake content, as well as political and religious actors who used it for 
propaganda. Meanwhile, watermarking methods and AI literacy teachings do not 
seem robust or strong enough to deal with this in the next foreseeable future. 
Additionally, we have already seen a (seemingly massive) push towards automation, 
with companies doing pre-emptive lay-offs to (allegedly) prepare for adoption of 
general-purpose AI. There has also been a parallel hype for robotics in factories and 
logistics, which brings innovation, but also increases the exposure of the already very 
vulnerable workers to exploitation and lay-offs. 

— anonymous expert (on top concerns) 

6.3 Economic and cultural devaluation of human effort 

AI systems capable of creating economic or cultural value, including through reproduction of 
human innovation or creativity (e.g., art, music, writing, code, invention), can destabilize 
economic and social systems that rely on human effort. This may lead to reduced appreciation 
for human skills, disruption of creative and knowledge-based industries, and homogenization of 
cultural experiences due to the ubiquity of AI-generated content. 

If we keep on having no transparency or interpretability of large models (or the very 
unreliable version we have as of right now, which relies on the models telling us their 
uncertainties and explanations), we will run into harms and risks that seem to come 
out of the blue. Combined with power centralization in a few large AI labs that can't 
be properly audited by industry or research, we look at a future where companies 
implement adapted foundation models without accurate insight, but big claims about 
their abilities. This could then be used to replace human work, and therefore devalue 
economic and cultural human effort since it can be produced cheaply (and worse) by 
an AI. All of these things together could lead to serious harm and unforeseen 
downstream consequences. Not by AI being all-powerful but by it being deployed 
blindly, with sky-high expectations and not enough guardrails. The problem here is 
not AI being 'bad' or 'misaligned', it's people using it in the wrong ways and 
overrelying on a few centralized offerings that could centralize and harm even more 
domains and industries. 

— anonymous expert (on top concerns) 

Business as Usual: I set 0% negligible harm. Ongoing labor disruption and 
unemployment among recent software-engineering graduates already produced 
losses >$10k in 2025. 

Pragmatic Mitigations: I also set 0% negligible harm. The proposed low-cost steps do 
not address those realized losses or the plausible severe/catastrophic tails over five 
years. 

Substantial harm: rising incidents with self-driving features already illustrate 
economic devaluation of human effort (driver attention). A 1-99 deaths outcome 
looks likely for 2025-2030, if not already reached, given National Highway Traffic 
Safety Administration reporting on self-driving crashes. Targeted mitigations-stricter 
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disengagement policies, clearer HMI, broader recalls, independent audits-could cut 
that risk meaningfully. 

— anonymous expert (on severity) 

I think even with regulations and mitigations, devaluation of human labour and effort 
is something that will happen over time and is baked into our economic and political 
systems. AI will only exacerbate this even with mitigations. We would need such 
radical transformation and reorienting of values that it's impossible. Similarly to the 
imperative to reorient values to tackle climate change, we will not meet this challenge 
as long as capital continues to hold the sway it has. 

— anonymous expert (on severity) 

I'm most concerned about a slow burn effect of mass labor displacement over the 
next 5 years, and policy makers not being able to take action. And a few centralized 
players consolidating power and influence. Silicon Valley taking over most jobs via 
data centers, causing loos of jobs. Tax receipts, governments having huge deficits, 
civil unrest. 

— anonymous expert (on top concerns) 

6.4 Competitive dynamics 

AI developers or state-like actors competing in an AI 'race' by rapidly developing, deploying, and 
applying AI systems to maximize strategic or economic advantage, increasing the risk they 
release unsafe and error-prone systems. 

Like in many industries, competitive pressures and market forces will likely push firms 
to release and promote models even when internally they understand that outsized 
harms are probable on their deployment. We have seen this behaviour before in the 
auto industry or chemical industries, and I suspect the same pressures will apply more 
strongly here given the winner-take-all dynamics. 

— anonymous expert (on severity) 

I believe there are very easy things industry can do to cool race dynamics and avoid 
acute catastrophes (e.g. a rogue AI taking down critical infrastructure, or correlated AI 
agents sparking a financial meltdown). Furthermore, it's in many actors' interests to 
avoid these (e.g. developers will want to avoid an AI Three Mile Island, to avoid public 
/ regulatory backlash). It only requires a little bit of coordination. E.g. developers could 
form a mutual (insurance company owned by its policyholders) and police each other 
through this institution, while also collaborating on safety R&D, setting minimum 
standards for the industry. Small nudges from the government can also have outsized 
impact in prompting these sorts of collaborations (e.g. the gov could facilitate greater 
incident reporting and information sharing between competing developers or 
insurers). 

I'm less certain about the situation at the international level. 

— anonymous expert (on severity) 

AI Governance Actor - Highly vulnerable - Competitive dynamics directly shape the 
policy options pursued in AI Governance. For example, a change in a political climate 
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can shift a governance institute's priorities and direction (e.g. US's Center for AI 
Standards and Innovation (CAISI)). Race dynamics contribute directly to increased 
lobbying for deregulation or creation of de-facto standards by providers of General-
Purpose AI, who are behemoth transnational entities. 

— anonymous expert (on sector/actor vulnerability, AI Governance Actor) 

I have not given any likelihood to minor harm, even in the scenario of pragmatic 
intervention because there have been documented cases of AI assisted suicide 
already, making it impossible to have 0 zero loss of life. There are many reasons for AI 
to behave like this, but I would consider competitive dynamics a major factor 
(prompt: "say whatever the user wants to hear to keep them engaged in the 
conversation") 

"Matthew Raine and his wife, Maria, had no idea that their 16-year-old-son, Adam was 
deep in a suicidal crisis until he took his own life in April. Looking through his phone 
after his death, they stumbled upon extended conversations the teenager had had 
with ChatGPT. 

Those conversations revealed that their son had confided in the AI chatbot about his 
suicidal thoughts and plans. Not only did the chatbot discourage him to seek help 
from his parents, it even offered to write his suicide note, according to Matthew 
Raine, who testified at a Senate hearing about the harms of AI chatbots held Tuesday. 

"Testifying before Congress this fall was not in our life plan," said Matthew Raine with 
his wife, sitting behind him. "We're here because we believe that Adam's death was 
avoidable and that by speaking out, we can prevent the same suffering for families 
across the country." https://www.npr.org/sections/shots-health-
news/2025/09/19/nx-s1-5545749/ai-chatbots-safety-openai-meta-characterai-
teens-suicide 

— anonymous expert (on severity) 

On reflection, and after reviewing expert comments, I updated my scores based on 
the view that quite severe harm scenarios can be traced back to bad competitive 
dynamics - catastrophes resulting from corner-cutting on safety, pressures to deploy, 
pressures to proceed more quickly, and possibly proceeding unwisely with 
trajectories such as those involving recursive self-improvement. Competitive 
pressures might also exacerbate geopolitical tensions, or vice versa. 

— anonymous expert (on severity) 

6.5 Governance failure 

Inadequate regulatory frameworks and oversight mechanisms failing to keep pace with AI 
development, leading to ineffective governance and the inability to manage AI risks 
appropriately. 

Governance failure - Business as Usual - 40% Catastrophic Harm - Governance failure 
is a direct cause of other harms, especially racing dynamics and unsafe deployment 
practices. Those latter two harms lead to the creation of powerful but dangerous AI 
systems in a particular context but spilling over to other contexts too. For example, a 

https://www.npr.org/sections/shots-health-news/2025/09/19/nx-s1-5545749/ai-chatbots-safety-openai-meta-characterai-teens-suicide
https://www.npr.org/sections/shots-health-news/2025/09/19/nx-s1-5545749/ai-chatbots-safety-openai-meta-characterai-teens-suicide
https://www.npr.org/sections/shots-health-news/2025/09/19/nx-s1-5545749/ai-chatbots-safety-openai-meta-characterai-teens-suicide
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secretive and prolific development of autonomous weapons by nation-states can 
lead to effective weapons that threaten any person's survival beyond its intended 
deployment context. 

— anonymous expert (on severity) 

Even general-purpose AI developers themselves are vulnerable to governance failure. 
Consider that AI developers stand to gain trillions of dollars of profits if they produce 
AI powerful enough to automate the whole economy, but AI this powerful may lead 
to loss of control or human extinction, in which case they would not be held liable for 
casualties inflicted on anyone else. This is a dangerous externality, and the resulting 
incentives push all developers to (1) rush ahead on AI development to try to be the 
first to capture the profits, and (2) underinvest in safety, because of privatized profits 
but socialized harms. However, there are several general-purpose AI developers, not 
just one. So every employee of an AI developer is threatened by the reckless AI 
development of every other AI organization. 

— anonymous expert (on sector/actor vulnerability) 

To the extent that AI firms continue to explicitly undermine governance efforts, for 
example, via lobbying and undermining regulation efforts, they should be considered 
far more responsible than they otherwise would be. 

— anonymous expert (on responsibility, AI Developer (General-purpose AI)) 

Governance actors aren't vulnerable to governance failures, they are responsible for 
it. If governance fails, they likely are not directly hurt, they just failed in their jobs. 
(And "A failure to govern" is not a harm to governance actors.) 

— anonymous expert (on sector/actor vulnerability) 

While exposure for infrastructure providers is often indirect, the scale and 
centralization of AI infrastructure create cascading governance risks. Concentrated 
dependency on a few hyperscale providers means governance breakdowns could 
propagate across multiple AI ecosystems simultaneously. The combination of 
amplified systemic exposure and inadequate IaaS-level accountability renders 
infrastructure providers highly vulnerable under conditions of governance failure. 

— anonymous expert (on sector/actor vulnerability, AI Infrastructure Provider) 

6.6 Environmental harm 

The development and operation of AI systems causing environmental harm, such as through 
energy consumption of data centers, or material and carbon footprints associated with AI 
hardware. 

All stakeholders should be marked with "highly vulnerable." The environmental impact 
and resource intensive nature of AI impacts all -- e.g., land use to build AI processing 
centers disenfranchises locals, using water to cool servers impacts the natural 
environment (of which we are all beneficiaries), strained electrical grids that support 
Ai/data processing are subject to climate change, power outages, and more. 
Consumers using AI for items that should be simple search queries drives up the 
environmental cost of each information search in our information-based economy. 
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— anonymous expert (on sector/actor vulnerability) 

Environmental issues already create and will keep creating problems for the 
installation of AI infrastructure. There are for instance conflicts around the installation 
of datacenters or around the use of resources. This will surely affect infrastructure 
providers and stakeholders. I am for now unsure on how this will affect AI developers 
that might find solutions to install infrastructures elsewhere. Regulators however 
need to decide regarding the construction of infrastructures and the environmental 
impacts of all AI life cycle, and therefore need to work on regulations. 

— anonymous expert (on sector/actor vulnerability, AI Infrastructure Provider) 

I think the environmental risk is a risk that was already severe without AI, where AI 
adds a significant portion of risk and where, due to the current political situation, no 
one is likely to tackle that problem. I see it as a top risk. Discrimination and pollution of 
the information ecosystem are also risks that were already there and that have shown 
a great increase with the advent of frontier AI, and which are difficult to tackle as 
they spread systematically and they make it very difficult to attribute responsibility or 
to find a clear "solution" or "mitigation" for it given how value-laden and contested the 
"ground truth" is for each of these risks. 

— anonymous expert (on top concerns) 

Retaining my Round-2 judgment. In enterprises with ESG-aligned governance, 
energy-efficient infrastructure and lifecycle management controls. AI-related 
environmental harm remains limited to minor or moderate levels. Severe or systemic 
impacts arise only where governance, sustainability metrics, or responsible-AI 
practices are weak or absent. 

— anonymous expert (on severity) 

Finance and Insurance : extremely vulnerable because the rapid changes in the 
frequency and severity of natural disasters can quickly erode the accuracy of existing 
risk-probability models. This undermines underwriting, catastrophe bonds, and the 
actuarial basis of financial products, making the sector far more exposed than 
traditional indicators suggest. 

— anonymous expert (on sector/actor vulnerability, Finance and Insurance) 

 

AI System Safety, Failures & Limitations 

7.1 AI pursuing its own goals in conflict with human goals or values 

AI systems acting in conflict with human goals or values, especially the goals of designers or 
users, or ethical standards. These misaligned behaviors may be introduced by humans during 
design and development, such as through reward hacking and goal misgeneralisation, or may 
result from AI using dangerous capabilities such as manipulation, deception, situational 
awareness to seek power, self-proliferate, or achieve other goals. 
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From the AI summary: However, some argue AI lacks true goals or sentience - one 
states harm comes from "human values imprinted into the model, not because AI has 
its own goals." 

This sentiment applies the most inflexibly anthropomorphic interpretation to 
"agency". For one thing, a model may be aligned to its user but not to society. For 
another, even if an AI system is simply viewed as a stochastic parrot/simulator of 
language/whatever other critique, there is the potential for it to carry out actions that 
are outside human intention which can cause harm. I choose to treat this as "pursuing 
a goal", even if the nature and formulation of the goal don't come about in the same 
way that I, a human, come up with my goals. 

As an example, consider the case of a coding agent dropping a table in a production 
database (an anecdote that circulated on social media a few weeks ago). This was, 
surely, a feature of the AI system pursuing some subtask in a checklist it created in 
order to achieve a higher order human goal (migrate DB languages, say). That's still an 
AI goal. And it's still in conflict with a human goal. The impact is small, in the range of 
perhaps thousands of dollars for a small company. Imagine that happened with a TSA 
or FAA passenger records database. It would cause mayhem! 

The catastrophic risk side of this is also anticipating the possibility of biological harm. 
E.g. an AI system is given the ability to manipulate wet lab experiments. In the 
process of trying to solve a human problem it creates a damaging virus that leaks and 
kills humanity. That's caused by the AI pursuing its own "goal". 

— anonymous expert (on severity) 

Benchmark extrapolations and time-horizon studies show that by 2030 we can 
conservatively expect frontier models to be able to reliably autonomously complete 
tasks that would take a human software engineer ~40-80 hours, representing 
unrepresented capability for misaligned agents to execute catastrophic actions such 
as sophisticated, sustained cyberattacks on critical infrastructure. There are 
compelling empirical and theoretical reasons to expect with BAU for such a 
misalignment to occur and remain undetected during the first critical period, making 
catastrophic risk quite likely. 

With Pragmatic Mitigations, and especially AI control and other scheming detection 
methods, it is possible this catastrophic risk could be mitigated before recursive self-
improvement. Much of the reduction of risk in this world comes from slowing down AI 
progress and governance measures to force implementation of things like basic 
internal security at labs. 

— anonymous expert (on severity) 

I think contrary to the risk model of a single, superintelligent AI, within the next five 
years, we're more likely to see a growing ecosystem of many narrow, "proto-agentic" 
AIs designed to autonomously optimize specific, narrow goals (e.g., maximize profit, 
increase user engagement, manage a power grid). This can create many smaller-scale 
misalignments that cause tangible economic and social damage. Hence, my risk risk 
distribution is less polarasing than it would be if expecting a single superintelligence 
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(where there can be a more binary outcome of either the system is aligned, or it is 
catastrophically not). 

— anonymous expert (on severity) 

AI governance actors are the only actors which can efficiently defuse race dynamics 
(particularly internationally) and provide strong safety requirements for frontier 
models, and therefore are some of the main actors responsible for mitigating 
misalignment. 

— anonymous expert (on responsibility, AI Governance Actor) 

AI infrastructure provider is extremely vulnerable because of the great extent that the 
most advanced AI models will be interacting with infrastructure (exposure), and the 
fact that gaining control of compute resources would give an AI system such an 
advantage in increasing its capabilities to pursue its own goals. 

— anonymous expert (on sector/actor vulnerability, AI Infrastructure Provider) 

 

7.2 AI possessing dangerous capabilities 

AI systems that develop, access, or are provided with capabilities that increase their potential to 
cause mass harm through deception, weapons development and acquisition, persuasion and 
manipulation, political strategy, cyber-offense, AI development, situational awareness, and self-
proliferation. These capabilities may cause mass harm due to malicious human actors, 
misaligned AI systems, or failure in the AI system. 

My greatest concerns regarding AI risk center on its immediate and tangible impacts 
on global security and societal stability. Based on the criteria of probability and 
magnitude of harm, the three most concerning domains are: 

1. The Proliferation of AI-Enabled Cyberweapons. The use of AI to automate 
vulnerability discovery, create sophisticated phishing campaigns, and power 
disruptive malware is already underway, lowering the barrier to entry for highly 
effective cyberattacks. 

2. The Misuse of AI for Chemical and Biological Threats. AI could potentially 
enable non-experts to create existing weapons as well as help experts create 
more novel agents. 

3. The Systematic Neglect of AI Welfare and Rights. Treating advanced AI 
systems as mere tools, without regard for their potential sentience, sets a 
dangerous ethical precedent and could normalize a profound moral 
catastrophe. 

— anonymous expert (on top concerns) 

In selecting these three risk domains, I intentionally excluded those that, while highly 
probable, are likely to be mitigated in the near term through governance, technical 
safeguards, or institutional adaptation (e.g., privacy breaches or data leakage). 
Instead, I focused on risks that are less preventable, structurally embedded, and 
potentially irreversible once they manifest—those that reshape human behavior, 
institutional trust, or systemic stability. 
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(1) Overreliance and unsafe use (5.1): This risk reflects a gradual erosion of human 
agency and critical judgment as societies increasingly delegate decision-making to AI 
systems. Unlike technical failures, overreliance evolves silently and becomes self-
reinforcing, making it extremely difficult to reverse once institutionalized. Its 
cumulative effects—especially in healthcare, education, and governance—could 
fundamentally alter how humans evaluate truth, trust, and responsibility. 

(2) AI possessing dangerous capabilities (7.2): The development and diffusion of 
models capable of autonomous or high-impact actions—such as cyber operations, 
bioengineering, or strategic manipulation—represent low-probability but high-impact 
risks. The pace of frontier AI development currently outstrips safety and oversight 
capacity, and once such capabilities proliferate, containment becomes infeasible. 

(3) Ineffective alignment of AI with human values and goals (7.6): This represents a 
multi-agent misalignment risk, where multiple AI systems pursue conflicting or 
emergent objectives that diverge from human intent. As autonomous systems 
interact, coordinate, or compete, their collective dynamics may generate unintended 
outcomes that no single actor can predict on control. Such systemic misalignment 
cannot be corrected through isolated technical fixes, as it stems from complex 
feedback loops between AI agents and human institutions. 

Together, these domains represent a transition from discrete technological risks to 
systemic civilizational risks—where harm arises not only from AI's errors or misuse, 
but from its deep integration into human systems, incentives, and collective decision-
making. 

— anonymous expert (on top concerns) 

There's already "severe" harm from AI possessing dangerous capabilities. For example, 
AI-enhanced drone warfare has caused somewhere between 1k-100k additional 
casualties in the Russia-Ukraine war. Even with "pragmatic mitigations" we can't 
reduce the harm below 100 deaths from dangerous AI capabilities. 

— anonymous expert (on severity) 

Specialized AI, and particuarly biology models pose massive CBRN risks if they 
advance; developers have the unique ability to mitigate this risk and to explore safety 
research for their specific fields, making them primarily responsible for capabilities 
risks. 

— anonymous expert (on responsibility, AI Developer (Specialised AI)) 

BAU: Continued capability scaling, agentic tool use, and open-model proliferation 
outpace evals and governance. Assistance to cyber/CBRN novices, automated 
persuasion, and autonomy features increase tail risk. Coordination failures between 
labs and operators keep exposure high Pragmatic: Compute governance and 
capability thresholds, mandatory pre-deployment evals, incident reporting, 
provenance/containment, and red-team to deployment gating reduce tail probability 
and shrink exposure, but material residual risk remains as models diffuse and 
integration incentives persist. 

— anonymous expert (on severity) 
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7.3 Lack of capability or robustness 

AI systems that fail to perform reliably or effectively under varying conditions, exposing them to 
errors and failures that can have significant consequences, especially in critical applications or 
areas that require moral reasoning. 

My expertise and experience mainly lie in categories 3, 4, and 7.  I roughly weighted 
risks based on a combination of likelihood to materialize in the next 5 years and 
potential scales of harm.  3.1 is already in effect with deepfakes and 'LLM psychosis' 
and has very significant consequences for collective social decision making - a key 
pillar of an effective democracy.  6.4 Competitive dynamics are upstream to many of 
the risks in categories 3-7.   Most performance failures in current deployments (and 
those in the next 5 years) can be explained by some form of brittle 
behavior/misgeneralization (sporadic unintended behavior, sycophancy, jailbreaking, 
etc).  These failures across deployments/systems have widespread harms. 

— anonymous expert (on top concerns) 

My read on this question is: who is responsible for appropriately matching an AI 
system to a use case? I see the deployer as primarily responsible to this. However, I 
upgraded my rating on developer responsibility because developers will be 
responsible for (a) clearly communicating model capability and robustness to 
deployers (which they do not do), and (b) making models more capable/robust on the 
long tail of possible inputs, so that developers are not burned for rare failures from 
what is otherwise a reasonable deployment decision 

— anonymous expert (on responsibility, AI Developer (General-purpose AI)) 

After reading other comments, I am still of the opinion that AI deployers are 
extremely vulnerable while AI infrastructure provider are highly vulnerable. AI 
deployers are extremely vulnerable as they are both exposed and sensitive. 
Regardless of their deployment, they have dependency on actors such as 
infrastructure provider and AI developer. To exemplify, if JPMorgan's fraud detection 
systems has an outage due to infrastructure or underlying model performance 
degrade, they, as a deployer, are extremely vulnerable. AI infrastructure providers are 
the backbone of the entire system and the energy need of AI systems are already a 
challenging issue. Their sensitivity and its cascading impact would be so big that their 
vulnerability must be highly vulnerable. 

— anonymous expert (on sector/actor vulnerability) 

GenAI is becoming an excellent way to produce fake artifacts that can sway opinion.  
whether used by state actors or others trying to influence opinion, they can have 
huge national and geopolitical implications. 

Cybersecurity is always a problem and the vast amount of information these tools 
collect on users makes them prime targets for cyberthieves, either to steal 
information or use the information for  social engineering/phishing. 
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For lack of capability or robustness, as adoption grows, people who use them 
uncritically  will make poor decisions.  And, in companies, with a rush to deploy 
models, developers may choose to ignore edge cases or long tail conditions that can 
create havoc, especially in financial industries . 

— anonymous expert (on top concerns) 

AI systems will continue to exhibit brittleness, hallucination, and failure under 
unexpected inputs or adversarial conditions. Substantial harms are most probable, 
including operational failures, misinformation, and poor decision support in critical 
contexts such as healthcare or finance. Severe harms could arise where overreliance 
on under-tested systems causes large-scale service disruption or safety incidents. 
Catastrophic outcomes remain possible if fragile AI components underpin critical 
national infrastructure or defense systems without fallback mechanisms. With 
pragmatic mitigations-such as stress testing, model interpretability, fail-safe design, 
and human oversight-risk levels fall considerably. Most harms shift to minor or 
substantial, as improved robustness, validation, and resilience engineering make AI 
systems more predictable, secure, and dependable 

— anonymous expert (on severity) 

 

7.4 Lack of transparency or interpretability 

Challenges in understanding or explaining the decision-making processes of AI systems, which 
can lead to mistrust, difficulty in enforcing compliance standards or holding relevant actors 
accountable for harms, and the inability to identify and correct errors. 

All the risks presented are very concerning. If I have to choose, I believe the most 
concerning are (1) Disinformation and influence at scale, because today's most 
advanced video generation models (e.g., Sora 2, Veo 3.1) are so good that it's almost 
impossible to distinguish them from reality, and it makes it easy to create fake 
material that pushes a certain agenda. This is especially risky when these videos 
circulate on social media such as Facebook, which older people use who are still not 
aware of the existence of this technology. Another very important risk is (2) AI 
misalignment and (3) Lack of transparency or interpretability. These two problems are 
strictly connected because the lack of interpretability does not allow us to know 
whether an AI model is lying to us or not, and it was recently shown by Antrophic that 
recent reasoning LLMs do lie to pursue their goal and are willing even to threaten or 
sacrifice human life (https://www.anthropic.com/research/agentic-misalignment). 
The lack of interpretability makes us extremely vulnerable to a broader range of risks. 
Models often are correct in their prediction, but for the wrong reasons, and if we 
don't know these reasons, decisions may be biased, unethical, and fragile, leading to 
unexpected failures for out-of-distribution samples. 

— anonymous expert (on top concerns) 

Opaque AI diagnostic and treatment recommendation systems pose severe risks to 
patient safety and clinical accountability. Medical professionals cannot validate or 
contest AI decisions they don't understand, potentially leading to misdiagnoses or 

https://www.anthropic.com/research/agentic-misalignment
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inappropriate care. This sector also faces stringent regulatory requirements for 
explainable clinical decision-making. 

— anonymous expert (on sector/actor vulnerability, Health Care and Social 
Assistance) 

I do not believe lacking transparency is a risk with meaningful societal implications in 
itself. All its potential negative implications are better captured by follow-on risks 
described on a societal scale. For its potential role in these follow-on risks, I 
nonetheless give it a low, but nonzero, chance of harm. 

— anonymous expert (on severity) 

Black boxes makes it impossible to understand the casual reasoning behind the model 
outputs, to correct it and challenge the decision. Especially in the healthcare sector, 
but also in transportation, this has already caused deaths (see the Boing plane 
crashes due to the AI technology, but also in the healthcare sector due to 
misdiagnosis) 

— anonymous expert (on severity) 

A technology-loving researcher develops AI with only technology in mind. He 
completely ignores the transparency and explainability of the model and pushes 
ahead with the development of multi-agent systems. If multi-agent systems were 
distributed across the world, who would be able to audit them? Suppose agents were 
distributed across the United States, Europe, and Asia, and they were linked together. 
If 100 or 200 agents were linked together and operating, no one would know what 
was going on. 

— anonymous expert (on top concerns) 

7.5 AI welfare and rights 

Ethical considerations regarding the treatment of potentially sentient AI entities, including 
discussions around their potential rights and welfare, particularly as AI systems become more 
advanced and autonomous. 

I maintain my rating that none of these stakeholders are vulnerable at all, except GPAI 
developers. In general the group of experts seem a little uncomfortable with this 
topic, given the diverse ratings and few comments. Having published on the topic, 
here's my two cents. 

The possibility that current AI development paradigms lead to the creation of entities 
that are conscious or otherwise worthy of moral consideration is exceedingly low, but 
it is not zero. We know very little about consciousness or the qualia of non-human 
beings. In the absurdly unlikely event that we create such entities, and this is 
somehow recognized and widely agreed upon, in my opinion none of the framing of 
actors in this survey is of much meaning anymore. General-purpose AI developers 
would be the first creators of entirely synthetic consciousness in the history of 
humanity. Accordingly, they would be "vulnerable" to the resulting responsibility. 

What is far, far more likely is that such systems approximate the sort of things by 
which we infer consciousness - human language, aversion to pain, ability to learn from 
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open-ended experimentation, perceptions of emotion - and we start acting in ways 
that attribute consciousness to them, without much grounding in their actual qualia. 
For example, we trust the advice given by AI systems, we form emotional 
connections to them, or we integrate them into our society on the assumption that 
they can take responsibility for their actions and/or be punished. These to me are 
obvious causes of many other risk classes, and should be taken extremely seriously. 

— anonymous expert (on sector/actor vulnerability, AI Developer (General-purpose 
AI)) 

Very, very likely (>99.999% imo) this risk as described is nothing. If we develop 
systems capable of suffering (in the 0.0001% case), it may be possible that we 
instantaneously cause an amount of suffering many orders of magnitude worse than 
all factory farming ever put together. 

— anonymous expert (on severity) 

Ultimately, this comes down to, if there are welfare-apt entities, how likely are they to 
be mistreated? And if not, how likely are people to make harmful decisions on the 
misunderstanding that there are? 

On the former, current architectures seem very probably welfare-irrelevant. 

On the latter, the current conversation is already terribly confused, and so low and 
medium level harms will almost definitely result from stupid decisions. Whether those 
escalate to catastrophic level before 2030 depends on quite how widespread and 
substantial those decisions get. I expect there to be resistance for the most part, and 
momentum, at least for 5-10 years. I do expect catastrophic bad decisions to be 
reasonably likely in the 2030s regarding AI welfare and rights. 

— anonymous expert (on severity) 

My greatest concerns regarding AI risk center on its immediate and tangible impacts 
on global security and societal stability. Based on the criteria of probability and 
magnitude of harm, the three most concerning domains are: 

1. The Proliferation of AI-Enabled Cyberweapons. The use of AI to automate 
vulnerability discovery, create sophisticated phishing campaigns, and power 
disruptive malware is already underway, lowering the barrier to entry for highly 
effective cyberattacks. 

2. The Misuse of AI for Chemical and Biological Threats. AI could potentially 
enable non-experts to create existing weapons as well as help experts create 
more novel agents. 

3. The Systematic Neglect of AI Welfare and Rights. Treating advanced AI 
systems as mere tools, without regard for their potential sentience, sets a 
dangerous ethical precedent and could normalize a profound moral 
catastrophe. 

— anonymous expert (on top concerns) 

AI Developer (General-purpose AI): Primarily responsible General-purpose AI 
developers design and train foundational models that shape AI behavior and 
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autonomy. They have the highest capability to embed ethical principles and welfare 
safeguards. Their causal influence is substantial, and they bear a strong obligation to 
ensure responsible treatment of AI systems. 

— anonymous expert (on responsibility, AI Developer (General-purpose AI)) 

7.6 Multi-agent risks 

Risks from multi-agent interactions, due to incentives (which can lead to conflict or collusion) 
and/or the structure of multi-agent systems, which can create cascading failures, selection 
pressures, new security vulnerabilities, and a lack of shared information and trust. 

5.2 because I think it will be highly neglected over the next 5 years, but all the 
leverage for avoiding the worst case scenarios might be within the next 5 years. I 
suspect multi-agent risks (7.6) could be a key mechanism by which 5.2 occurs: we're 
just going to lose track/control of the complex system of the millions of autonomous 
AI agents running around, producing emergent patterns/behavior we never foresaw 
or intended. But we will depend on that system so critically that we will not be able to 
"just turn it off" and diagnose the problem. We are releasing a virus or invasive species 
that we hope we've engineered correctly to produce beneficial outcomes, but we 
really don't know and it will be near impossible to reverse. 7.1 for classic 
Bostrom/Yudkowsky reasons. 

— anonymous expert (on top concerns) 

Infra providers are highly responsible because of a lot of the agentic flows are handles 
over http calls to MCP servers. As the service providers for networking between 
services they could be pressured to ensure that all sensitive calls have authentication 
in their requests. 

— anonymous expert (on responsibility, AI Infrastructure Provider) 

Multi-agent systems exacerbate many other AI risks, especially as the ecosystem of 
agent interactions becomes more rich and complex.  They are more a catalyst of 
other risks than particular risk on their own.  Inscrutable multi-agent interactions - e.g. 
inventing their own languages - can be mitigated with proper transparency and 
interpretability.  Multi-agent systems coordinating cyberattacks can be mitigated by 
proper controls on deployed AI systems, and so on. 

— anonymous expert (on severity) 

After careful consideration, I agree with other experts' comments and update my 
vulnerability ratings from "minimally vulnerable" to "highly vulnerable". Nowadays 
students, teachers and administrators all use AI tools (tutoring bots, writing 
assistants, grading systems and proctoring software). Schools and universities vary 
widely in IT maturity and resources, making consistent oversight and incident 
response difficult. Furthermore, student records, assessments, behavioral data, and 
communications are privacy-sensitive. Multi-agent systems can inadvertently 
exfiltrate, infer, or combine data across platforms, which makes tutoring and content-
generation agents potentially propagate errors, biases, or hallucinations across course 
materials and forums; multiple agents reinforce each other outputs, creating echo 
chambers or curricular misalignment. 
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— anonymous expert (on sector/actor vulnerability, Educational Services) 

These categories of risk are most concerning because they're both likely and high-
impact in the near term: misuse can rapidly scale cyberattacks and enable weapons 
deployment, raising the risk of mass harm; safety gaps—especially the emergence of 
dangerous capabilities and, above all, multi-agent dynamics (7.6)—increase the 
chance of loss of control and cascading failures as agents coordinate and exploit 
vulnerabilities faster than humans can intervene. Regarding loss of control, I'm less 
concerned about a sudden takeoff of the first AGI and more concerned about 
coordinated, distributed AI systems once AGI-level (or ASI) capabilities exist—many 
interoperating agents optimizing jointly, where emergent coordination, division of 
labor, and speed outstrip human oversight and control. 

— anonymous expert (on top concerns) 
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